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EXECUTIVE SUMMARY

As activity of the FCA’s enforcement arm has 
increased, so has that of the supervision arm 
in the form of the number of Skilled Person 
Reviews under section 166 of the Financial 
Services and Markets Act 2000 (FSMA), also 
known as a “Section 166”. The FCA Handbook 
refers to a Section 166 in the following way: 
“Skilled person reviews are considered to be 
an effective regulatory tool and have a good 
record of mitigating risks to consumers.” 
Essentially, this means that Money Laundering 
Reporting Officers (MLROs - also known as the 
“SMF 17”) and senior management, including at 
board level, must ensure that they put in place 
a suite of policies, standards and procedures 
to effectively mitigate financial crime risk, 
which also takes into account the broader 
context of the FCA’s aims. These aims can be 
determined by examining feedback from the 
FCA previously provided to the firm, publicised 
FCA speeches, “Dear CEO” letters, and root 
cause issues highlighted in FCA notices. 
 
In the light of the current supervisory and 
data-led intelligence approach taken by the 
FCA, firms also need to be aware of the typical 
factors which might trigger a Section 166 and 
if a firm may become the subject of a Section 
166, have a thorough understanding of the 
process and experience, including the oft-
overlooked ‘human factor’. Ultimately, what it 
comes down to is the culture of compliance  
- all the way from board-level down to the 
employee (‘tone from the top’), and the 

tone from all employees themselves (‘tone 
from within’). This entails an understanding 
of the financial crime risks the firm faces, 
why a control has been put in place, and a 
commitment to meet regulatory obligations 
effectively and sustainably as part of a risk-
based approach. However, the complex nature 
of the UK’s legal and regulatory framework, 
evolving regulations and the methods by which 
criminals seek to commit financial crime, all 
present significant challenges to firms in terms 
of their ability to effectively detect, deter and 
prevent financial crime. This then opens the 
door to potential regulatory scrutiny from  
the FCA. 
 
In order to understand the pain points of a 
Section 166, it is useful to examine what steps 
might be taken to manage the process, such 
as how to deal with information requests, how 
to conduct meetings with a skilled person, 
and the governance, resource requirements 
and logistics involved. Due to the complex 
and onerous undertaking of a skilled person 
review, this paper will focus not only on the 
process of a Section 166 in terms of how 
to approach and prepare for the initial FCA 
visit, and how to approach feedback received 
following a FCA visit or publication of general 
observations pertinent to a firm’s activities, but 
will also provide advice on measures to put in 
place to mitigate the risk of a Section 166 from 
arising in the first place.

Since April 2019, the Financial Conduct Authority (FCA) has continuously signalled 
that it would be stepping up its enforcement action by increasing the number of 
firms being investigated in response to its concerns over financial crime risks. At  
the time of writing, the FCA’s enforcement team has 42 investigations ongoing into 
firms, and over the past 15 months the FCA has issued significant fines to firms  
over failures under the anti-money laundering rules. These forewarnings should  
be considered an early warning in the context of regulatory supervision. 
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BACKGROUND

Since April 2019, the Financial Conduct 
Authority (FCA) has consistently signalled that 
it would be stepping up its regulatory activity 
by increasing the number of firms being 
scrutinised in line with Anti-Money Laundering 
(AML) and Counter Terrorist Financing (CTF) 
risk, and in response to concerns over financial 
crime risk management. This includes a 
number of keynote speeches by the FCA 
Director of Enforcement, Mark Steward, to the 
Global Investigations Review (GIR) Live in April 
2019, the AML and ABC forum in March 2021 
regarding “purposeful controls’’, and later that 
week to the New York Law School focused on 
compliance, culture and evolving regulatory 
expectations. Yet another signal from the 
FCA occurred in May 2021, which involved a 
“Dear CEO” letter outlining common shortfalls 
identified in AML frameworks, and that firms 
should conduct a gap analysis on their AML 
controls by September 2021. This was then 
followed by a trade finance “Dear CEO” letter 
in September 2021, setting out that: “Firms 
need to demonstrate that they have taken 
a risk sensitive approach to their control 
environment that ensures the relevant risks 
are effectively mitigated.” 
 
The FCA’s forewarnings are not just an 
important indicator of its enforcement 
approach, but should also be considered  
as an early warning in the context of the 
direction of travel for regulatory supervision. 
 
To reinforce this, over the past 15 months 
the FCA has issued significant fines including 
in October 2020, a £48.3m fine to Goldman 
Sachs International for breaches of the 
FCA’s Principles due to its conduct and risk 
management in relation to the 1MDB scandal 
between 2012 and 2013; as well as in June 
2020, a £37.8m fine to Commerzbank London 
for its failures to put in place adequate AML 
systems and controls between 2012 and 2017. 
The FCA’s increasing use of its regulatory 
powers has not been the only action. In March 

2021, the FCA launched its first criminal 
proceedings against the NatWest bank over 
alleged failures under the Money Laundering 
Regulations 2007 (the case is ongoing).
 
Finally, and at the time of writing this  
paper, the FCA’s enforcement team has
42 investigations ongoing into firms and 
individuals involving, for example, systems 
and controls over Politically Exposed 
Persons (PEPs), cash intensive businesses, 
correspondent banking and trade finance, and 
transaction monitoring. The eventual outcome 
of these investigations will enter into the public 
domain through the publication of FCA notices.

Increased supervision:  
developments and statistics
The increased signalling by the FCA’s 
enforcement team is important because the 
FCA’s supervision and enforcement teams 
work hand in glove. It comes as no surprise, 
therefore, that as activity of the enforcement 
team has increased, so has that of the 
supervision team, in the form of “skilled person 
reviews”, for example, under section 166 of the 
Financial Services and Markets Act 2000 (FSMA) 
- also known as a “Section 166”. 

In March 2019, an independent review into the 
regulators’ supervision of The Co-Operative 
Bank Holdings Ltd. (although not focused on 
financial crime) recommended that more use 
be made of skilled person reviews. Against 
this backdrop, it can be seen that the number 
of FCA skilled person reviews, specifically on 
financial crime, has increased year on year, 
with the FCA having initiated 5 in 2016/17, 
rising up to 17 cases in 2020/21. The Section 
166, related to financial crime systems and 
controls frameworks, is the focus of this paper.

https://www.fca.org.uk/news/speeches/partly-contested-cases-pipeline-and-aml-investigations
https://www.fca.org.uk/news/speeches/importance-purposeful-anti-money-laundering-controls
https://www.fca.org.uk/news/speeches/compliance-culture-and-evolving-regulatory-expectations-mark-steward
https://www.fca.org.uk/publication/correspondence/dear-ceo-letter-common-control-failings-identified-in-anti-money-laundering-frameworks.pdf
https://www.fca.org.uk/publication/correspondence/dear-ceo-trade-finance-letter.pdf
https://www.fca.org.uk/news/speeches/importance-purposeful-anti-money-laundering-controls
https://www.legislation.gov.uk/ukpga/2000/8/contents
https://www.bankofengland.co.uk/news/2019/march/independent-review-of-the-supervision-of-the-co-op-bank-published
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SECTION 1:
What is a Section 166?

A Section 166 is an independent review by a 
third party (a “skilled person”) about aspects of 
a regulated firm’s activities where the FCA has 
concerns or requires further analysis. The FCA 
Handbook observes that: “Skilled person reviews 
are considered to be an effective regulatory tool 
and have a good record of mitigating risks to 
consumers.” Essentially, a Section 166 is a written 
notice from the FCA or the Prudential Regulation 
Authority (PRA) to a regulated firm requiring 
specified documentation to be produced to 
the skilled person for review and assessment 
on matters that are a cause for concern. For 
the purposes of this paper, however, we will be 
considering notices issued by the FCA only. 
 
The FCA has the power to appoint a skilled 
person of their own choosing (the direct 
appointment power is often referred to as the 
“nuclear option” and one which is rarely used). 
The most likely outcome is that the firm identifies 
three skilled persons who could be appointed, 
and with the FCA’s agreement, one of the three is 
chosen. The skilled person is generally identified 
from the FCA’s Skilled Persons Panel which 
covers 14 areas or ‘Lots’ of expertise, one of 
which is financial crime. Because the FCA views 
the Section 166 as a supervisory rather than 
enforcement process, which is designed to allay 
the FCA’s concerns about the firm’s systems and 
controls, the cost of the skilled person falls on 
the firm to discharge. 

The objective(s) of the Section 166 review will 
vary depending on the scope of the review. 
In broad terms, however, the skilled person 
will assess the adequacy and effectiveness 
of the financial crime control environment. 
If an attestation has been completed, the 
skilled person may also seek to test whether 
the issue has been effectively remediated or 
implemented to meet UK regulatory standards, 
and in either case that no further gaps exist.

PLENITUDE SECTION 166 WHITEPAPER

https://www.handbook.fca.org.uk/handbook/glossary/G1094.html
https://www.fca.org.uk/publication/documents/skilled-person-panel.pdf
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The Possible Further Consequences of a 
Section 166
Outside of the remediation costs which can 
be significant, the imposition of a Section 166 
is likely to consume a significant amount of 
time, energy and effort in the firm absorbing 
the focus of the Money Laundering Reporting 
Officer (MLRO), senior management (including 
at board level), as well as necessitating the 
redeployment of resources away from the 
Business As Usual (“BAU”) activity. If the Section 
166 is accompanied by an FCA enforcement 
notice, it can also have a detrimental impact on 
reputation, investor confidence and, therefore, 
the share price of the firm. 
 
A Section 166 can also include the imposition 
of restrictions on business which might 
either be voluntary in nature (for example, 
a firm might take a decision to suspend 
the onboarding of new relationships in the 
business areas that are a cause for concern), or 
it could be imposed on the firm (meaning the 
FCA restricts, or adds further conditions to, the 
firm’s license to operate). These restrictions 
can be imposed for extended periods of time, 
particularly where the firm is unable to allay 
the FCA’s concerns, which will have a direct 
impact on revenue and profitability. 
 
One example of this is Commerzbank, whose 
London branch was the subject of a fine 
of £37,805,400 in June 2020 for failing to 
put adequate AML systems and controls in 
place between October 2012 and September 
2017. The adverse action was not only a fine 
in respect of the historic breaches, but the 
final notice published in 2020 revealed that 
in 2017, there had been the appointment 
of a Section 166 and entry into a voluntary 
and wide-ranging business restriction on 

its existing operations. The net effect was 
that in Commerzbank’s Q4 2018 results, its 
compliance function had required a €600m 
investment since 2015 (mainly resulting from 
the demands of a U.S. monitor), and there  
had been a reduction in terms of both 
products and customer reach. The cost of  
non-compliance, therefore, goes far beyond 
the Section 166.

https://www.reuters.com/article/bc-finreg-commerzbank-compliance-spendin-idUSKCN1Q8028
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SECTION 2: The process of a Section 166

What can trigger a Section 166
It is unlikely that the FCA would initiate a Section 166 without prior engagement and feedback to 
the firm, as typically it arises out of the coalescence of a number of different indicators and factors 
over the passage of time. The following is a breakdown of those typical indicators and factors, and 
where one or more come together, it may trigger the initiation a Section 166:

   The FCA uses thematic reviews to assess 
a current or emerging AML and CTF risk 
regarding an issue or product across a 
number of firms in a sector or market. 
Previous thematic reviews have resulted  
in a number of firms becoming the subject 
of a Section 166, with some of them turning 
into enforcement action;

   The FCA’s Firm Systematic Framework (FSF) 
has been established to assess whether a 
firm is being run in a way that aligns with 
regulatory expectations. The intention is 
for the FSF to look more closely at a firm’s 
business model and strategy, and ensure 
that customers and the integrity of the 
market are not placed at undue risk;

   The Systematic Anti-Money Laundering 
Programme (SAMLP) is a series of deep 
dives into 14 major retail and investment 
banks operating in the UK that assess the 
effectiveness of the banks’ financial crime 
control framework;

   Principle 11 of the FCA’s Handbook sets out 
that: “a firm must deal with its regulators 
in an open and cooperative way.” The FCA 
expects to be told about any significant 
failure in a firm’s AML and CTF systems and 
controls as part of the disclosure;

   The FCA encourages employees and  
ex-employees of firms to report potential 
wrongdoing through whistleblowing  
reports. FCA whistleblowing comes over 
and above standard supervisory and 
enforcement work and can, therefore,  
mean the FCA’s attention is drawn to a  
firm where further enquiries will begin,  
or the FCA’s view of a firm is confirmed;

   Suspicious Activity Reports (SARs) –  
whilst the National Crime Agency (NCA)  
will be focused primarily on the contents 
of the report it receives, the NCA may also 
become concerned about the way in which 
a firm’s systems and controls have been 
operating. As a result, the NCA might draw 
its concerns to the FCA’s attention which 
could trigger an enquiry;

   Certain types of firms must submit an 
annual financial crime report (‘REP-CRIM’) 
to the FCA, which provides the FCA with 
information on a range of indicators that 
reflect the potential AML and CTF risks of a 
firm based on its activity. The information 
contained in a REP-CRIM, therefore, needs  
to present an accurate and complete picture 
to avoid potential scrutiny.  

In the light of the current supervisory and data-led intelligence approach, the FCA would 
examine one or more of the above indicators and factors in conjunction with other parties, and 
typically, this process would include discussion with the firm as well. Should the FCA reach the 
requisite threshold to initiate a Section 166, the FCA will identify the particular areas that cause 
it concern. 

https://www.fca.org.uk/about/supervision/thematic-reviews
https://www.handbook.fca.org.uk/handbook/SUP/1A/3.html?date=2016-03-21
https://www.fca.org.uk/publication/annual-reports/annual-anti-money-laundering-report-2016-17.pdf
https://www.fca.org.uk/publication/annual-reports/annual-anti-money-laundering-report-2016-17.pdf
https://www.fca.org.uk/about/principles-good-regulation
https://www.handbook.fca.org.uk/handbook/SUP/15/3.html
https://www.handbook.fca.org.uk/handbook/SUP/15/3.html
https://www.fca.org.uk/firms/whistleblowing
https://www.fca.org.uk/firms/whistleblowing
https://www.handbook.fca.org.uk/handbook/SUP/16/Annex42B.pdf
https://www.fca.org.uk/publications/policy-statements/ps21-4-extension-annual-financial-crime-reporting-obligation
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The process and experience of a Section 166 

Receipt of a Section 166 written notice
The next step is usually what is called the “selection 
process”, which is the process of agreeing on 
the identity of the “skilled person”. Typically, 
the FCA will ask the firm to select a shortlist of 
skilled persons (generally from the FCA’s list of 
approved Skilled Persons Panel) and from that 
list, the FCA and the firm agree who should be 
appointed to review the firm (though there have 
been rare cases where the FCA appoints the 
skilled person directly). The skilled person is 
selected based on an area of expertise that aligns 
with the areas of concern identified by the FCA. 

The human reaction -  
‘What does it actually mean?’
The initial anxiety and general corporate 
and business concerns should not be 
underplayed at this point. It is upon 
receiving notice from the FCA that a firm 
will move towards a Section 166, that 
the business faces the prospect of now 
knowing the FCA has run out of patience, 
and with that, it has run out of chances 
to resolve the areas of concern without 
intervention by the skilled person. Senior 
executives and board members will 
be briefed, who could in turn be held 
accountable. Worries about morale, profit, 
share price and reputation will naturally 
follow. Not to mention, how much the 
remediation effort and review will cost the 
firm since the skilled person’s fees are the 
responsibility of the firm to discharge.

9

https://www.handbook.fca.org.uk/handbook/glossary/G1094.html
https://www.fca.org.uk/publication/documents/skilled-person-panel.pdf
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SECTION 2: Continued...

Managing the Section 166 
Section 166 reviews are typically intensive and intrusive, involving a wide-ranging review of the firm’s 
financial crime controls, covering firm-wide governance arrangements through to detailed analysis 
of customer files and alert decisioning. Outlined below is a broad overview of the stages of a skilled 
person review, although not all of the activities will be applicable because they are subject to the size 
and scale of the review. Each review differs and may also involve a review by the skilled person of 
the remediation effort undertaken by the firm, or an ongoing engagement by the skilled person to 
oversee and assure the effectiveness of the firm’s remediation effort.

Summary of Section 166 approach
Most reviews will likely include some or all of the “Stages of Review” set out below. The 
‘Preparation’ and ‘Execution’ activities outlined provide an indication of activities which may be 
initiated or completed prior to the respective review stage, although subject to the review’s scope 
some activities may not be applicable. 

Understand and/
or agree areas  
for review, 
including timing 

Mobilise 
individuals 
to source/
develop relevant 
information and/
or discuss scope 
with the FCA/
skilled person 

Determine 
internal firm 
governance 
to ensure 
relevant senior 
management are 
kept apprised 
of progress 
and adequate 
resources are 
allocated 

For complex 
multi-business 
or cross-
jurisdictional 
reviews bespoke 
arrangements 
may be necessary

Satisfy 
information and/
or document 
requests 

Select files for 
sample testing

Requests may 
come before 
the review to 
help the FCA to 
determine scope, 
or requests may 
come as part of 
the review itself

On-site Visit

If skilled person based on site, 
manage logistics including skilled 
person relationship and ensure 
requests are dealt with expeditiously

Skilled person 
communicates 
findings to FCA 
and firm, and 
issues report

Firm should 
confirm factual 
accuracy, 
otherwise  
FCA may issue 
unnecessary 
findings

Firm assesses 
root cause issues, 
defines and 
agrees action plan 
to address them

Potential 
establishment 
of a dedicated 
programme of 
work/project, 
with committed 
budget and 
resources 
from senior 
management, 
including at 
board level

Skilled person 
conducts 
interviews with 
key individuals 
to understand/
assess areas 
of concern or 
remediation

Skilled person 
tests a sample 
of files to ensure 
compliance with 
law/regulation 
and the firm’s 
internal policies/
standards

PRE-REVIEW READINESS REVIEW POST-REVIEW

Scoping of Review Governance, 
Resource & Logistics 

Information & 
Document Requests

Interviews Sample Testing Findings &  
Report Writing Action Plan

Stages of review
On-Site Visit
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Scoping of the Review 
At the outset of a Section 166, the FCA will 
define the intended scope of the review which 
is typically framed by the areas of concern. 
Where the FCA has conducted previous reviews 
or there is an open and ongoing dialogue with 
the firm, there is the possibility of discussions 
that will help the FCA to finalise the scope of 
the skilled person review. Part of the scoping 
exercise may also involve the firm presenting 
an overview of its business activities, functions 
and processes, which may take the form of 
a briefing pack or formal presentation. If not 
offered, this should be requested, as it enables 
the firm to provide important context prior to 
the scope being finalised or the commencement 
of the Section 166.
 
However, it should be noted that the skilled 
person may recommend to the FCA that 
the scope of the review be extended if they 
identify further areas of concern during 
their engagement. It is important, therefore, 
that firms have a clear understanding of the 
intended scope at the outset in order to focus 
their efforts, and identify the employees, 
business areas, systems and controls which 
will be the subject of the review.

Governance, Resourcing and Logistics
During a Section 166 review, firms should take 
guidance and advice from senior management 
on the required governance arrangements to 
direct and oversee the review. For shorter or 
less complex reviews, existing forums may be 
leveraged, although more complex, multi-
jurisdiction or multi-business unit reviews 
may require a formalised project team and a 
bespoke governance framework. It is critical 
to clarify the role and responsibilities of 
individuals who are collecting or providing 
information, and minimise multiple 
touchpoints or hand-offs to reduce duplication 
of effort and maintain clear oversight. 
 
Whilst the time-consuming process of a 
Section 166 is underway, firms will clearly 
need to continue to run their day-to-day 

operations. This will invariably present a 
challenge in balancing resources with the 
skilled person review, as the latter poses a 
highly stressful and pressurised environment 
with a large amount of scrutiny on particular 
individuals. As a result, firms and individuals 
should not underestimate the effort required 
to successfully manage a Section 166; indeed, 
some firms engage external support during  
the course of the review.
 
In terms of the effort, key considerations 
include: resources needed to interface with 
the skilled person; organisation of meetings; 
triaging and managing information and sample 
file requests; verification and quality assuring 
information and documentation; preparing 
for interviews; and ensuring (where possible) 
minutes are taken of the interviews so the 
firm has its own record. Not to mention the 
logistical challenge of additional desk space, 
computers, security passes, and where to 
locate the skilled person team if they are 
required to be onsite.  
 
Finally, thought will need to be given on how 
to communicate to employees that the Section 
166 is underway, group reporting (where 
applicable), and to have reactive press lines 
should the Section 166 become publicly known.

Information Request  
At the commencement of a Section 166, the 
skilled person will provide the firm with a list  
of information and documentation they 
require, and an agreed timeline of activity for 
the initial material. The request can include 
an overview of the firm’s business activities, 
governance arrangements, policies, standards, 
procedures, details on systems and controls, 
and sample files.  
 
The information and documentation provided 
should be complete and validated by the 
firm before it is handed over to ensure the 
information requirement is met. Transparency 
and the quality and presentation of the 
material is also critical to avoid creating further 

SECTION 2: Continued...
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concern. In addition, the firm should  
ensure that when handing over information 
containing personal data (or sensitive  
personal data), that this clearly falls within  
the information requirement. This is to ensure 
that the firm is protected from future claims, 
such as those arising under data protection 
and customer confidentiality. 
 
Further, the skilled person may also ask 
that senior employees in the firm provide 
attestations that the firm’s systems and 
controls are working as they should and  
to identify areas where they are not  
working effectively. 
 
Finally, where the firm is a retail bank, the 
skilled person may also ask to see the gap 
analysis performed by the firm as a result  
of the FCA’s recent “Dear CEO” letter, and  
no doubt the action plan that followed. 
 
For firms that are not retail banks, it is 
nevertheless likely the FCA will enquire 
whether such an analysis has been 
undertaken.

Onsite Visit and Interviews
The skilled person review of the firm will 
consist of interviews with individuals, and 
the consideration of material, to understand 
the firm’s systems and controls. As a result, 
the skilled person will ask for names and 
the scheduling of meetings with relevant 
individuals. These interviews can be meetings 
from the CEO to the CDD analyst or junior 
member of staff, as well as former employees. 
Hence, firms need to provide organisational 
structures, team names, team charts and 
other related information. Ahead of those 
meetings, and in general having engaged 
in a dialogue with the FCA, the firm should 
consider orientating relevant individuals by: 
(a) providing them with an explanation of the 
review process; (b) setting out what types of 
information they will need to provide to the 
skilled person in an appropriate manner; 

and (c) assessing whether further support is 
needed for them to ensure they discharge any 
duty of care to an employee.
 
Sample files may also be assessed by the 
skilled person against applicable laws and 
regulations, as well as policies, standards, 
procedures and industry guidance. Sourcing, 
preparing and quality assuring of the files 
can involve extensive effort, and timelines 
for presenting the files for review should 
be agreed with the skilled person. In some 
instances where the production of material 
within a defined time period is a regulatory 
requirement (e.g. testing of the record retrieval 
process), timelines will be predefined.

Findings, Report and Action Plan related to 
a Section 166
Post completion of a Section 166 review, the 
skilled person will issue an initial report and 
findings to the FCA and the firm. Depending 
on the nature of the review, this could be 
an assessment as to whether the firm has 
addressed the FCA’s concerns or satisfied 
the attestation made by senior management. 
Based on the outcome of the review, the 
report could also highlight further areas for 
attention and recommendations to address 
them, or otherwise confirm that remediation 
work has been carried out satisfactorily. It is 
important for firms to ensure that the findings 
on which the recommendations are based 
are factually accurate and help to identify 
the remedial activities required as part of the 
overall action plan. 
 
Where required, the committed action plan 
should be realistic and achievable. Analysis 
should be conducted to determine both 
the effort required, and key dependencies 
to deliver the required enhancements, in 
particular where technology and systems 
changes are required. Overcommitting the firm 
can have negative consequences and create 
further perception issues with the FCA.  
Depending on the scope and magnitude of 

SECTION 2: Continued...

https://www.fca.org.uk/publication/correspondence/dear-ceo-letter-common-control-failings-identified-in-anti-money-laundering-frameworks.pdf
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the action plan, a dedicated programme of work 
or project may need to be established with 
committed budget and resources from senior 
management, including at board level. Again 
the effort involved can divert valuable time and 
attention away from BAU activities and firms 
may need to consider external support for a 
period of time. 
 
Ultimately, the Section 166 will not be complete 
until the areas that have been a cause for 
concern are rectified. If the FCA becomes aware 
of further areas of concern, it may expand the 
scope of the skilled person’s review. Similarly, if 
the FCA is of the view that further measures or 
actions are required, these will be put in place, 
such as business-wide restriction (voluntary or 
imposed) and enforcement action. 

COVID-19
Section 166s are challenging enough,  
but the COVID-19 pandemic has 
generated additional challenges and 
considerations. In view of social  
distancing rules, the reviews are now 
being performed in a virtual manner.  
This poses logistical challenges, such 
as how to share significant amounts of 
information securely and expeditiously, 
technical challenges around video 
interviews, appropriate control of the 
interview environment, and the  
recalling of paper records.  

13

SECTION 2: Continued...
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SECTION 3: How to prevent a Section 166 from arising 
(....or extract yourself more quickly from a Section 166)

In general, in order to help prevent a Section 
166 from arising, and especially in light of 
the FCA’s recent “Dear CEO” letter outlining 
common shortfalls identified in AML 
frameworks, firms should consider conducting 
a gap analysis or independent review of their 
control environment as a priority. 
 
Furthermore, an action plan with appropriate 
prioritisation of work should be instituted 
to deal with the potential gaps identified 
through the analysis or review. This action 
plan, containing clear deliverables, needs 
to be endorsed and monitored by senior 
management, including at board level. 
 
It is also important to note that in respect of 
the FCA’s “Dear CEO” letter to retail banks, 
although the focus was plainly in relation to 
those banks, at least four of the highlighted 
five key areas of a firms’ financial crime 
systems and control frameworks - governance 
and oversight, risk assessments, due diligence, 
transaction monitoring, and suspicious activity 
reporting - have a read across to other sectors. 
Those sectors may still fall under the auspices 
of the FCA and, therefore, the letter will be of 
particular interest to those firms, as well.
 
On an ongoing basis, investment in a robust 
monitoring, controls testing and assurance 
framework is critical to proactively self-identify 
and mitigate gaps and issues, supported with 
robust and effective Management Information 
(MI) which is actively discussed and minuted 
at risk governance forums. Policies, standards, 
procedures and supporting controls should 
also be regularly gap assessed against new 
regulations or risk indicators identified by 
regulatory and trade bodies.

Essentially, MLROs and senior management, 
including at board level, must have a clear 
understanding of the broader context of 
the FCA’s aims, which can be determined by 
examining feedback from the FCA previously 
provided to the firm, publicised FCA 
speeches, “Dear CEO” letters, and root cause 
issues highlighted in FCA notices.

It is against this backdrop that the following 
sections address the ways a firm may reduce 
the likelihood of it becoming the subject of a 
Section 166: 

   How to approach and prepare for the  
initial FCA visit; 

   How to approach feedback received 
following a FCA visit, or following the FCA 
publicising general observations pertinent  
to a firm’s activities; and 

   Measures in place to try and avoid a  
Section 166 from arising.

https://www.fca.org.uk/publication/correspondence/dear-ceo-letter-common-control-failings-identified-in-anti-money-laundering-frameworks.pdf
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How to approach and prepare for the 
initial FCA visit  
Firms need to have a broad understanding 
of the reasons for the FCA visit, and should 
already be considering solutions or mitigating 
actions to known gaps or potential issues. 
Being able to demonstrate the firm has 
proactively self-identified issues and has a 
committed plan to address them is a key 
success factor in mitigating the risk of a 
Section 166. Potential gaps and issues can be 
identified by front running an independent 
review of the firm’s systems and controls, or 
by leveraging the outputs of the financial crime 
risk assessment, monitoring and controls 
testing, assurance reviews, MI or open audit, 
and financial crime issues. While it might not 
be feasible to address known gaps and issues 
ahead of the visit, highlighting the gaps and 
supporting plan will provide assurance to the 
FCA and mitigate the perception that senior 
management, including at board level, have 
been ‘asleep at the wheel’.   

In summary, firms who are proactive, 
transparent, and are able to demonstrate 
they are actively seeking to address known 
gaps and deficiencies with the support from 
the senior management, including at board 
level, are less likely to face a Section 166.

FCA feedback
While the temptation may be for firms to 
conduct a quick gap analysis, it is far better 
and prudent to take the time to step back and 
consider the areas that the FCA has focused on 
and the ancillary issues linked to them - which 
admittedly requires an element of ‘reading in 
between the lines’.

Strategic mindset
Now the FCA is expressing its observations and 
concerns in the public domain, firms should 
be sitting up and taking them into account. For 
example, firms should examine their REP-CRIM 
(see above in Section 2) to get a better idea of 
the areas the FCA may focus their attention on, 
and can, therefore, examine the robustness of 
their own internal systems and controls, and 
related risks, accordingly. In addition, firms 
should carefully consider the FCA’s speeches, 
including on purposeful AML controls and the 
“Dear CEO” letters.
 
Ultimately, what it comes down to is a culture 
of compliance  - all the way from board-
level down to the employee (‘tone from 
the top’), and the tone from all employees 
themselves (‘tone from within’) - in the form 
of understanding the financial crime risks the 
firm faces, why a control is in place, and a 
commitment to meet regulatory obligations 
effectively and sustainably as part of a risk-
based approach. If there is a clear commitment 
to proactively self-identify issues and enhance 
the control environment, and that the firm has 
a demonstrable plan to address any known 
gaps, there is a greater chance that a firm will 
be successful in mitigating risk and avoid a 
Section 166, or more quickly extract itself  
from a Section 166.

PLENITUDE SECTION 166 WHITEPAPER
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SECTION 3: Continued...

Measures in place to try and prevent a Section 166 from arising
There are a number of measures that should be implemented to self-identify potential issues 
and prevent a Section 166 from arising, such as a holistic financial crime risk assessment, 
effective policies, standards and procedures, monitoring and controls testing, assurance 
reviews, appropriate backlog management, as well as quality Management Information (MI) 
(including comprehensive MLRO and REP-CRIM reports).

Risk appetite, risk 
assessment & policies, 
standards & procedures

   Ensure firms have up-
to-date and mapped risk 
appetite, risk assessment, 
policies, standards and 
procedures, which are 
supported by a robust 
compliance culture  
and Three Lines of  
Defence (3LOD)

Effective policies, standards and procedures 
- the FCA’s expectation
The FCA has been explicit about its concerns 
around firms not having adequate systems 
and controls for addressing AML and CTF risks. 
Indeed, Mark Steward stated in his April 2021 
speech about purposeful AML controls that: 
 
Systems and controls that are 
purposeful, efficient and courageous 
in identifying suspicious activity are 
vitally important; system and control 
failures, on the other hand, provide an 
invisible, illicit cover for criminals and 
criminal activity that affects the whole 
community, not only in this country but 
also beyond, and can erode confidence 
in the financial system.  
 
Steward went on, however, to comment that:
 
...systems can become overly 
complicated, bureaucratised, vulnerable 
to gaming by less scrupulous players, 
and expensive. There is an inherent 
risk that complex systems lose a sense 
of what they exist for, where the 
management challenge to maintain the 
system, becomes an end in itself, rather 
than the system or control acting as 
radar to identify and manage the actual 
risks facing financial services firms. AML 
systems and controls must be focussed 
explicitly on the activating purpose and 
function of those controls, to ensure the 
system is not just a bureaucratic process 
and to ensure it cannot be gamed.

https://www.fca.org.uk/news/speeches/importance-purposeful-anti-money-laundering-controls
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   Ensure the Board has clearly articulated 
its risk appetite in line with its business 
activities and key inherent risk drivers, 
ensuring risk exposure is regularly 
monitored through agreed metrics  
and Key Risk Indicators linked to risk  
appetite statements;

   Conduct and evidence a formal annual 
review and gap analysis of the current 
financial crime risk assessment and, in 
particular, ensure that the methodology 
meets regulatory requirements with 
respect to risk factors (customer, products 
& services, jurisdiction, transactions, and 
delivery channels) and consider control 
effectiveness and quality incorporating 
consideration of its third party or  
in-sourced providers;

   Ensure and evidence that financial crime 
policies, standards and procedures fully 
reflect applicable laws, regulations and 
guidance by conducting a formal gap 
analysis across each of its product offerings 
and across delegated activities such as third 
party or in-sourced providers;

   Conduct and evidence a formal review 
and gap analysis of the customer risk-
rating methodology to ensure it meets 
regulatory requirements and, in particular, 
ensure the methodology reflects all risk 

factors (including customer characteristics, 
countries/locations, products, distribution 
channels and transactions/operations, 
as well as having appropriate weightings 
applied to determine the overall risk score). 
Supporting risk lists should also be reviewed 
on a regular basis to ensure they meet 
regulatory requirements and evolving  
risk indicators;

   To mitigate the risk associated with 
perceived vulnerabilities in relation to 
Customer Due Diligence (CDD) (including 
ongoing monitoring), conduct and evidence 
a review of the first-line controls assurance 
process, and/or the second-line monitoring 
and controls testing plan, to ensure that 
they provide appropriate coverage across 
all customers, beneficial owners and related 
AML and CTF controls. Determine whether 
current testing is appropriate and meets 
regulatory expectations;

   For ongoing monitoring of transactions, 
ensure that the related controls are 
effective by (amongst other things) including 
mechanisms to identify and implement 
relevant risk typologies into the ongoing 
monitoring of transaction, and calibrate  
and test any transaction monitoring systems 
on an ongoing basis so that they remain 
aligned to AML and CTF risk assessments 
and regulatory requirements.

The following actions should be proactively undertaken by firms to reduce the likelihood of it 
becoming the subject of a Section 166:

SECTION 3: Continued...
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SECTION 3: Continued...

In addition, it is important for firms to have a clear position on the following matters which have 
been the subject of the FCA’s focus: 

Backlogs

   Where backlogs occur, monitor them and understand the effect and potential risk

The creation of a backlog of periodic, ‘know your customer’ (KYC) file refreshes, or transaction 
monitoring and customer screening alerts, creates concern with the FCA on the basis that 
it highlights the firm is unable to manage its controls effectively and might be exposed to 
unidentified financial crime risks. An effective risk-based approach needs to be applied to 
manage any backlogs. For example, if work in relation to the alerts has been delayed, rather 
than addressing each case based solely on the aging of the alert, alert backlog clearing should 
be prioritised according to risk and aging within business or customer segments. In other words, 
high-risk groups are identified, and within the higher-risk groupings, the highest-risk cases are 
then identified. In addition, consideration should be given to deploying the most experienced 
employees within the firm to review the high-risk cases or augmenting the team with further 
support to resolve the high-risk cases, with the medium- to low-risk cases being dealt with on a 
BAU basis.
 
New technology

   When using new technology, tailor it to address the risks

It is important to test (through sampling) and tailor (through calibration) out-of-the-box software 
solutions to ensure the software performs as expected and aligns with the risk appetite of 
the firm. For instance, transaction monitoring and customer screening solutions can generate 
an unmanageable number of automated alerts, or miss screening transactions or customers 
correctly. If this situation were to occur in a live environment, deleting the excess alerts would 
not be an option because once an alert has been created, it cannot be undone and needs to be 
reviewed and closed, which creates scope for a backlog being generated. When implementing 
a new technology, firms must demonstrate they understand how the system is configured 
and operates. Relevant senior management should also consider and sign-off whether further 
employees are needed to work any expected increase in alerts. This approach to the tailoring of 
new technology is in keeping with the FCA’s expectations.
 
Management Information 

   Ensure Management Information (MI) is robust, accurate and complete with senior 
management oversight, including at board level

Management Information (MI) needs to be effective, and to achieve this it must be understood by 
senior management, including at board level. This understanding helps establish a ‘purposeful’ 
culture, where in addition to the compliance team, senior management can constructively 
challenge the information being given to them because there is a greater understanding of what 
should be presented to them and what it means. 

Accuracy in MI is also crucial. For example, an update to a database could cause a link to break, 
which could potentially mean either a loss of customers that were being screened, or that an 
out-of-date sanctions list is used instead of the latest version. Quality in MI must enable senior 
management to effectively understand the AML and CTF risks the firm faces, as well as the 
effectiveness of any controls implemented to manage the related risks.   
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REP-CRIM reports, SARs and STORS

   Quality of REP-CRIM reports and of Suspicious Activity Reports (SARs) and Suspicious 
Transaction Order Reports (STORS) gaining increasing significance 

According to the “Extension of Annual Financial Crime Reporting Obligation” Consultation Paper 
of August 2020, FCA supervision is refining its “supervisory approach to be more data led”. This 
means that there will be increasing significance for annual financial crime reports, as well as the 
quality and quantity of SARs and STORs. These reports need to be accurate and valid, yet wider 
objectivity in this exercise can also be helpful. Therefore it is useful to have an idea of where 
a firm stands relative to its peers because, at the very least, the firm will wish to avoid being 
inadvertently perceived as an outlier in the FCA’s collated data.
 
Three Lines of Defence (3LOD) 

   An effective 3LOD model should be implemented

The 3LOD is an industry-wide approach for ensuring the effective management of risk, which the 
FCA expects firms to adopt as part of their risk management arrangements. The 3LOD model 
requires firms to clearly define and implement responsibilities and accountabilities across ‘the 
three lines’ (the business, risk and compliance, and internal audit) in order to ensure there is clear 
separation of responsibilities, effective oversight, monitoring and challenge. 
 
The lack of an effective 3LOD model is regularly highlighted by the FCA as part of their regulatory 
review on firms, in particular risk ownership and acceptance not sitting firmly in the first line, or 
control activities being performed in the second line. 
 
Indeed, in the FCA “Dear CEO” sent to retail banks, the letter outlined common shortfalls seen in 
AML frameworks. The FCA explained that:

SECTION 3: Continued...

Firms often blur responsibilities 
between the first line business roles 
and second line compliance roles. We 
have identified circumstances where 
compliance departments undertake first 
line activities, for example completing 
all due diligence checks or all aspects 
of customer risk assessment. The 
implications of this are that first line 
employees often do not own or fully 
understand the financial crime risk faced 
by the firm, impacting their ability to 
identify and tackle potentially suspicious 
activity. It also restricts the ability of 
compliance personnel to independently 
monitor and test the control framework, 
which can lead to gaps in the 
understanding of risk exposure.

Firms should, therefore, proactively implement 
the 3LOD model in full. However, it is not  
just the case of clarifying roles and 
responsibilities because there are a number 
of practical implications when transferring risk 
ownership and controls into the first line, such 
as giving careful thought to people, process 
and technology. For large firms this can be a 
multi-year journey in order to fully implement 
and effectively embed the 3LOD model. 

https://www.fca.org.uk/publication/consultation/cp20-17.pdf
https://www.fca.org.uk/publication/correspondence/dear-ceo-letter-common-control-failings-identified-in-anti-money-laundering-frameworks.pdf
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SECTION 4: Looking forward

In April 2019, the FCA signalled that when investigating suspected breaches of the money 
laundering regulations this might give rise to either criminal or civil proceedings. Just less than 
two years later, in March 2021, the FCA set out the view that financial crime controls must be 
purposeful. A week later, again in March 2021, the FCA focused its attention on compliance, 
culture and evolving regulatory expectations. And then in May 2021, the FCA outlined common 
shortfalls identified in financial crime frameworks, and that firms should conduct a gap analysis 
on their controls. Finally, in September 2021, the FCA set out its concerns in relation to those 
firms who carry out trade finance activity. Against this backdrop, the FCA has increased its use 
of skilled person reviews, opened a number of enforcement investigations and launched its first 
criminal prosecution against a bank under the Money Laundering Regulations 2007. The FCA has 
consistently signalled that it will be stepping up its regulatory activity, and it should come as no 
surprise, therefore, that firms must get themselves ready to meet the FCA’s scrutiny. 
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How can Plenitude help?

Plenitude is a consultancy firm specialising in 
Financial Crime Risk and Compliance. Our focus 
is firmly on addressing the legal, regulatory, 
reputational and social imperative for financial 
institutions to take diligent and rigorous steps to 
mitigate financial crime risks.

Our team of highly experienced financial 
crime specialists have extensive familiarity 
with assisting firms prepare for regulatory and 
Section 166 reviews, alongside development of 
action plans post feedback. Through this work 
we have developed an effective and structured 
approach that reflects lessons learned from 
multiple engagements and minimises the risk 
associated with regulatory reviews. We are also 
able to deploy a proven suite of assets and 
deliverables to expedite delivery and provide 
further assurance to the engagement.

As part of our advisory service, we are also 
able to conduct independent reviews of firms’ 
financial crime systems and controls, adopting 
a structured and systematic approach which 
considers applicable UK laws, regulations, 
guidance and FCA expectations. These reviews 
can be conducted in short order and enable 
firms to proactively self-identify any issues ahead 
of a review by the FCA and to provide assurance 
to the board and senior management.

Plenitude Consulting Ltd,
30th Floor, 40 Bank Street,
Canary Wharf, London E14 5NR

+44 203 102 9526
enquiries@plenitudeconsulting.com

This report is intended to provide general information only and is not intended to be comprehensive or to provide legal, regulatory, financial or other advice to any 
person. Information contained in this report based on public sources has been assumed to be reliable and no representation or undertaking is made or given as to 
the accuracy, completeness or reliability of this report or the information or views contained in this report. None of Plenitude Consulting or any of their respective 
employees or agents shall have any liability to any person arising from or in connection with any use of this report or any information or views contained in this report.
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