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3 | Executive Summary

Executive Summary

The financial crime landscape entering 2026 is undergoing profound structural change.
Regulatory approaches across the UK, EU, France, and the U.S. are converging around a common
theme: accountability over policy intent, demonstrated by practical compliance. Supervisors are
moving beyond policy review toward deeper testing of how controls operate in practice,
demanding evidence, data integrity, and demonstrable outcomes. At the same time, criminals are
exploiting advances in technology, cross-border networks, and digital financial channels to evolve
at speed. The result is a global environment where regulation is pragmatic and dynamic,
reflecting ever-changing and emerging financial crime risk. This paper focuses on developments

across the jurisdictions covered by Plenitude’s RegSight tools regulatory registers: UK, EU

(including France), US, Singapore and Global.

Several strategic shifts define this new era.
Sanctions regimes, particularly in relation to
Russia, are widening in scope and intensifying in
enforcement, with a growing focus on
circumvention, frade flows, and the involvement
of new technologies. Corporate transparency
obligations are expanding, reshaping how firms
verify identity, beneficial ownership (BO), and
corporate structures. Fraud, Anti-Money
Laundering (AML), sanctions evasion,
cybercrime, and crypto risks are rapidly
converging, erasing boundaries that once
allowed firms to manage them separately.

Technology is both an enabler and a pressure
point. Supervisors are adopting Artificial
Intelligence (AI), analytics, and SupTech
capabilities that raise expectations for firms’
own technological maturity. Digital assets and
stablecoins are moving info mainstream
regulatory frameworks, with stricter demands
for governance, substance, and monitoring. AI
introduces new risks, synthetic idenfities,
deepfakes, generative fraud, as well as the need
for explainability, model oversight, and
accountable human control.

In this context, organisations must rethink how
their financial crime frameworks operate. The
ReglIntel Recap and Outlook Paper for 2025/26
distils the year’s developments into a set of
forward-looking insights and translates them
intfo an integrated operational roadmap for
2026. The roadmap outlines ten core
capabilities that firms will need to build or
enhance, ranging from unified risk architecture
and effectiveness-by-design controls to
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explainable AI governance, real-time detection,
sanctions intelligence, data modernisation, and
continuous adaptation mechanisms. These
capabilities reflect a shift toward financial crime
management that is infelligence-led, data-
driven, interoperable, and resilient.

Amidst regulatory change, the firms best
posiftioned for the years ahead will be those that
modernise their operating models, strengthen
governance, and build systems capable of
responding as quickly as risks emerge. Rather
than treating regulatory developments as
isolated changes, the paper provides a coherent
view of how the landscape is evolving and what
it will take to operate effectively within it. Its
purpose is tfo support leaders in shaping
financial crime strategies that keep pace with
accelerating regulatory expectations,
tfechnological disruption, and increasingly
sophisticated criminal activity.



https://www.plenitudeconsulting.com/services/regtech-products/regsight

As we enter 2026, the global financial
regulatory landscape is not only transforming,
it is accelerating in complexity,
interconnectedness, and operational
expectation. This year’s RegIntel paper
captures a sector at a crossroads, where
technological innovation, geopolitical
volatility, and regulatory ambition converge.

AI moved from the margins fo the mainstream
of compliance, with regulators and firms alike
grappling with its dual role as both a tool for
enhanced detection and a vector for new risks,
such as deepfake-enabled fraud and synthetic
identity attacks. The regulatory response is
increasingly harmonised, with the UK’s
principles-based approach, the EU’s AI Act,
and the US’s focus on explainability and
governance all reflecting a shared imperative:
to harness AI’s potential while ensuring robust
oversight and accountability.

This year also marks a decisive shift in the
treatment of data, identity, and transparency.
The US’s suspension of the Corporate
Transparency Act (CTA) for domestic entities,
the UK’s rollout of mandatory identity
verification, and the EU’s push for beneficial
ownership registers have been key
developments. Alongside this, the expansion
and tightening of sanctions regimes, driven by
geopolitical events and the need o counter
circumvention and evasion, is continuing to
make sanctions compliance a dynamic and
cross-sectoral.

Enforcement and accountability are now at
the forefront, with regulators demanding not
just policy intent but demonstrable, practical
compliance. The move from policy design to
operational reality is evident in new offences,
heightened enforcement actions, and the
expectation that firms can evidence
effectiveness in real time. Third-party risk
management and supply chain resilience have
become non-negotiable priorities, as reliance
on external vendors for AI, cloud, and
payments infrastructure grows.

) Plenitude
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Introduction

Cross-border collaboration and public-private
partnerships are now central fo regulatory
effectiveness, with international cooperation
and intelligence sharing underpinning efforts
to combat increasingly sophisticated financial
crime. At the same time, financial inclusion and
proportionality are reshaping risk-based
approaches, ensuring that controls are both
effective and equitable.

Finally, the increasing regulation of digital
assets and instant payments, through
frameworks such as Markets in Crypto-Assets
(MiCA), the GENIUS Act, and new stablecoin
regimes, illustrates that compliance
professionals must adapt to a world where
innovation, speed, and regulatory scrutiny are
inextricably linked.

This paper draws exclusively on the latest
developments and insights from 2025-26,
providing an authoritative, forward-looking
analysis to equip compliance leaders with the
knowledge and strategic foresight required to
navigate an emerging landscape defined by
convergence, complexity, and opportunity.



In 2025, the UK’s financial crime and
regulatory landscape underwent another year
of significant reform, as government,
regulators, and law enforcement pushed
forward with measures to reinforce corporate
transparency, strengthen sanctions
enforcement, and address persistent fraud
and Money Laundering (ML) risks. The
implementation of the Economic Crime and
Corporate Transparency Act 2023 (ECCTA)
continued to reshape Companies House,
culminating in the rollout of identity
verification requirements for directors and
people with significant control in November.

At the same time, the new corporate offence
of Failure to Prevent Fraud (FtPF) entered into
force, supported by updated prosecutorial
guidance, shifting the balance of
accountability firmly onfo large organisations.

Sanctions remained at the forefront of UK
foreign and economic policy, with the
government announcing its largest package
since 2022, expanding designations linked to
Russia and issuing new sectoral restrictions.
The Office of Financial Sanctions
Implementation (OFSI) enhanced its
enforcement toolkit, issuing penalties and
disclosure reports, publishing multiple sector
threat assessments, and consulting on tougher
civil penalties. In parallel, AML and Counter
Terrorist Financing (CTF) regulation advanced
through draft reforms to the Money
Laundering Regulations (MLRs), a new
National Risk Assessment (NRA), and targeted
updates to Joint Money Laundering Steering
Group (JMLSG) and Financial Conduct
Authority (FCA) guidance on politically
exposed persons (PEPS).

Fraud and payments reform also featured
heavily. The government revised the Payment
Systems Regulator (PSR) framework,
consulting on its consolidation into the FCA,
while the FCA launched a new five-year
growth strategy, advanced its safeguarding
reforms, and pursued high-profile enforcement
actions against firms for financial crime

) Plenitude
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United Kingdom

failings. Broader innovation themes emerged
too, with new regulation on crypto-assets
under consultation, and the FCA exploring how
Al can be responsibly tested in financial
services. Together, these measures signalled a
year where regulatory ambition translated into
practical frameworks, enforcement action, and
structural change.

For firms operating in the UK, these
developments translate info a more
demanding operational environment in which
compliance expectations are clear,
prescriptive and closely scrutinised.
Organisations will need to embed enhanced
transparency requirements, up-lift fraud
frameworks, and implement more dynamic,
data-driven approaches to sanctions,
AML/CTF and fraud risk management. The
increasing use of supervisory “Dear CEO”
letters, expanded information-sharing powers
and stringent enforcement activity means that
firms must ensure their control environments
are not only technically compliant but
demonstratable effective, well-governed, and
responsive to emerging risks. In practice, this
requires stronger senior management
accountability, tightly integrated FinCrime
programmes, and a sustained shift towards
proactive risk identification.

2.1 AML/CTF/CPF

Legislation, Regulation, and Guidance

Money Laundering Regulations 2017
UPDATED: Mandatory ID&V Requirement
for Directors/PSCs

In August, Companies House confirmed the
formal rollout of mandatory ID&V for all new
and existing directors and Persons with
Significant Control (PSC), marking a major
milestone in the implementation of the ECCTA.
In line with the November 18™ mandatory
implementation, amendments were made to
Reg.28 and Reg.30A of the MLRs, clarifying


https://www.gov.uk/government/news/companies-house-confirms-identity-verification-rollout-from-18-november-2025
https://www.gov.uk/government/news/companies-house-confirms-identity-verification-rollout-from-18-november-2025
https://www.gov.uk/government/news/companies-house-confirms-identity-verification-rollout-from-18-november-2025
https://www.legislation.gov.uk/ukdsi/2025/9780348273304/schedule/2/paragraph/5

CDD and discrepancy reporting requirements
respectively. In newly added Reg. 28(9A), clear
definitions are provided for registrable
persons, registrable relevant legal entities, and
registrable beneficial owners.

For firms, the introduction of identity
verification at Companies House also presents
an opportunity to enhance the effectiveness of
CDD processes. Firms should assess how more
reliable Companies House data can be
incorporated into onboarding, periodic
reviews, and ongoing monitoring processes,
particularly in validating the identities of
directors, beneficial owners, and controllers.
While identity verification at Companies House
must not replace independent verification
under existing MLRs requirements, it can serve
as a complementary data point that
strengthens assurance, reduces the risk of
inaccuracies, and helps identify discrepancies.

The improvement of Companies House data
coincides with authorities continuing to crack
down on false registration, with over 11,500
UK-registered companies struck off in a major
enforcement operation coordinated by the
National Economic Crime Centre (NECC)

2026 Outlook

NEW: Proposed Amendments to the Money
Laundering Regulations 2017

In September, the UK Government advanced a
comprehensive review of the MLRs, publishing
both proposed and draft amendments aimed
at modernising the UK’s AML framework. The
reform package builds on the Treasury’s (HMT)
2024 consultation on improving the
effectiveness of the MLRs, reflecting the
ongoing efforts to enhance the risk-based
approach, improve effectiveness, and closer
alignment with international standards such as
those of the Financial Action Task Force
(FATF).

Refining Risk-Based Due Diligence and
Information Sharing

The proposed amendments published in
September 2025 reflected a more targeted
and proportionate approach to due diligence,
designed to focus compliance resources on the

) Plenitude
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highest-risk areas. Among the headline
reforms, in relation to High Risk Third Country
prescribed requirements, firms would be
required to apply Enhanced Due Diligence
(EDD) only to transactions or relationships
involving persons established in FATF “Call for
Action” (blacklist) jurisdictions, removing the
current blanket application to “Increased
Monitoring” (grey list) countries.

The Government also clarified that EDD
obligations should apply only to transactions
that are unusually complex or unusually large,
relative to the given nature of tfransactions,
replacing the previous requirement that
captured all complex or unusually large
activity. This refinement is intended to reduce
unnecessary administrative burden while
ensuring enhanced scrutiny is focused on
genuinely anomalous or higher-risk
transactions which are relative and
proportionate to those previously recorded.

Additional proposals intfroduced new Customer
Due Diligence (CDD) obligations on pooled
client accounts (PCAs) and set the groundwork
for forthcoming guidance on the use of digital
identities for customer identification and
verification (ID&V). To strengthen
coordination across the system, the list of
“relevant authorities” able to share
information and collaborate on oversight
would be expanded, enhancing inter-agency
tfransparency and operational efficiency.

Alongside other proposed updates to the
MLRs, these measures reflect a broader effort
to sharpen the UK’s risk sensitivity, improve
collaboration, and provide much-needed
clarity in areas of historical uncertainty.
Building on this, the Government has also
proposed changes aimed at expanding
supervisory powers and extending the sectoral
scope of the regime.

Expanding Supervisory Powers and Sectoral
Scope

In parallel with the targeted amendments to
the MLRs, the Government proposed a broader
overhaul of the UK’s AML/CTF supervisory
framework aimed at improving consistency,
accountability, and regulatory effectiveness
across the system. Central to this reform,



https://www.gov.uk/government/publications/proposed-amendments-to-the-money-laundering-regulations-draft-si-and-policy-note/the-draft-money-laundering-and-terrorist-financing-amendment-and-miscellaneous-provision-regulations-2025-policy-note
https://www.gov.uk/government/publications/proposed-amendments-to-the-money-laundering-regulations-draft-si-and-policy-note/the-draft-money-laundering-and-terrorist-financing-amendment-and-miscellaneous-provision-regulations-2025-policy-note
https://www.gov.uk/government/consultations/improving-the-effectiveness-of-the-money-laundering-regulations
https://www.gov.uk/government/publications/proposed-amendments-to-the-money-laundering-regulations-draft-si-and-policy-note
https://www.gov.uk/government/consultations/reforming-anti-money-laundering-and-counter-terrorism-financing-supervision/outcome/reform-of-the-anti-money-laundering-and-counter-terrorism-financing-supervision-regime-consultation-response
https://www.gov.uk/government/consultations/reforming-anti-money-laundering-and-counter-terrorism-financing-supervision/outcome/reform-of-the-anti-money-laundering-and-counter-terrorism-financing-supervision-regime-consultation-response
https://www.nationalcrimeagency.gov.uk/news/11-500-uk-companies-struck-off-companies-house-register-after-crackdown

confirmed in September, is for FCA to assume
supervision of professional services firms,
including legal, accountancy, and trust and
company service providers (TCSPs), replacing
the current model of multiple professional
body supervisors (PBSs). The reform is
intended to address long-standing concerns
around fragmented oversight, uneven
enforcement, and variable supervisory quality.

The Government’s wider supervision reforms
also propose structural changes to the MLRs
themselves, aimed at strengthening the FCA’s
supervisory powers and expanding the range
of sectors brought within scope.

The draft legislation proposed extending
beneficial ownership disclosure obligations
under the Trust Registration Service (TRS) to
newly in-scope frusts and revising registration
categories to ensure greater transparency
across trust structures.

In the crypto-asset sector, the reforms would
broaden the application of the MLRs to
encompadss a wider range of service providers,
with expanded CDD and record-keeping
requirements for firms operating in digital
asset services. Supervisory authorities would
also gain enhanced powers to share
information with other public bodies,
facilitating stronger cross-system oversight
and intelligence exchange.

The draft amendments additionally introduced
specific requirements for firms managing
PCAs, obliging them to understand the
account’s purpose, gather information about
the underlying customer’s business, and assess
associated risks. Finally, the proposals would
align CDD requirements for letting agents and
art market participants (AMPs) with those
already applied to high-value dealers (HVDs),
closing long-standing regulatory gaps and
ensuring consistent AML coverage across
sectors.

Subject to Parliamentary scheduling, the
amended regulations are expected to come
into force during 2026. Firms should prepare
for widened CDD obligations, particularly in
relation to PCAs and crypto-asset service
providers, and anticipate increased
supervisory scrutiny as authorities begin
exercising their strengthened information-
sharing powers. TCSPs, letting agents, and

Y Plenitude
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AMPs will need to update their compliance
frameworks promptly to ensure readiness once
the final amendments are enacted.

Proceeds of Crime Act:
UPDATED: DAML Threshold Increased Under
POCA

In July, the threshold for submitting a Defence
Against Money Laundering (DAML) under the
Proceeds of Crime Act (POCA) was increased
from £1,000 to £3,000. The change applies to
specified firms, including banks, and
determines the value of criminal property
below which firms may execute customer
fransactions or return funds when ending a
business relationship without committing a ML
offence.

The adjustment was introduced to make more
effective use of law enforcement and
regulatory resources, reflecting evidence

that assets previously denied below the £3,000
level were low in both volume and value. In
practice, this change gives firms greater
flexibility to execute or exit lower-value
fransactions without submitting a DAML
request, reducing delays for customers and
internal escalation volumes.

Joint Money Laundering Steering Group
(IJMLSG) Guidance:

UPDATED: JMLSG Guidance on Customer
Due Diligence, Governance and Sectoral
Expectations

Significant updates to the JMLSG Guidance
strengthened the UK’s financial crime
framework. Covering both Part I and Part II,
the revisions align industry practice with
supervisory expectations, focusing on
proportionate risk management, governance,
and sector-specific controls.

Updates to Part I Guidance - Customer Due
Diligence, Governance and Digital Verification

Updates to Part I provide clearer direction on
CDD, electronic identification, and
governance. The updates strengthen
expectations around how firms identify
customers, verify identity, and oversee their
AML frameworks.


https://assets.publishing.service.gov.uk/media/68b5b6b411b4ded2da19fce4/DRAFT_SI_-_Money_Laundering_and_Terrorist_Financing__Amendment_and_Miscellaneous_Provision__Regulations_2025.pdf
https://www.legislation.gov.uk/uksi/2025/877/made
https://www.legislation.gov.uk/uksi/2025/877/made
https://www.legislation.gov.uk/ukpga/2002/29/contents
https://www.jmlsg.org.uk/guidance/current-guidance/
https://www.jmlsg.org.uk/guidance/current-guidance/
https://www.jmlsg.org.uk/guidance/current-guidance/

Key Updates:

e Legal Entities (5.3.129A-C):

o Introduced discrepancy reporting
obligations to identify and report
inconsistencies between customer-
provided data and the PSC register.
Meaning, firms are now expected to
actively compare customer information
against the PSC register and report
material inconsistencies, rather than
relying solely on customer-provided
data.

o Enhanced beneficial ownership
verification to improve fransparency
and data accuracy.

 Electronic Identification and Verification
(5.3.89):

o Updated guidance on eID&V to reflect
technological developments in digital
onboarding.

o Reinforced use of secure, risk-sensitive
verification systems aligned with
regulatory expectations.

o This is particularly relevant to digital
onboarding processes, where firms
increasingly rely on automated identity
checks and biometric verification

o Complex and High-Risk CDD Scenarios
(5.3.138A-B):

o Added new guidance for handling
customers or transactions with elevated
ML/Terrorist Financing (TF) risk.

o Enhanced EDD measures should be
applied proportionately, based on the
specific risk posed by the customer or
transaction.

¢ Ongoing Monitoring and Record-Keeping
(5.6.36-5.6.38):

o Clarified expectations for maintaining
current customer data and fransaction
records.

o Emphasised continuous monitoring of
customer behaviour and risk triggers.

o Governance and Oversight (2.16-2.24):

o Strengthened requirements for senior
management accountability and
oversight.

o Required documented decision-making,
clear control ownership, and effective
internal challenge mechanismes.

o These changes reinforce that
accountability for AML controls sits with
senior management and cannot be
delegated solely to compliance teams.

) Plenitude
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Updates to Part II Guidance - Wholesale
Market and Sector-Specific Expectations

Updates to Part II, Sector 18 (approved by
HMT) introduced detailed guidance for
wholesale market participants, addressing
high-risk, high-value trading environments.
This guidance recognises the higher inherent
risk in wholesale markets, particularly where
firms deal with complex instruments, layered
transactions, and cross-border exposure.

Key Updates:

¢ Wholesale Market Scope:

o Expanded direction for firms dealing
with complex instruments, layered
transactions, and cross-border
exposure.

o Clarified expectations for identifying
indirect high-risk relationships and
counterparties.

e Transaction Monitoring (TM):

o Required proportionate monitoring
systems tailored to trading activity
complexity.

o Promoted use of data analytics and
RegTech to detect anomalies and
patterns of concern.

e Client Onboarding:

o Specified EDD for high-risk clients and
intermediaries.

o Emphasised understanding client
structures, source of funds, and
beneficial ownership.

e Good Practice Standards:

o Introduced illustrative examples of
effective and deficient AML controls.

o Reinforced expectations for
consistency between policy, control
design, and execution.

Financial Conduct Authority (FCA) Guidance

UPDATED: FCA Guidance on the Treatment
of Politically Exposed Persons

In July, the FCA published updated guidance
on the treatment of PEPs, following
consultation on proposed changes conducted
between July and October 2024. The revisions
were designed to bring greater clarity to firms
risk assessments, reduce unnecessary friction
for low-risk customers, and align UK practice
with updates to the MLRs.

)


https://www.jmlsg.org.uk/wp-content/uploads/2023/10/JMLSG-Guidance_Part-I-Chapter-5_Para-5.3.129A-C_Board-approved.pdf
https://www.jmlsg.org.uk/wp-content/uploads/2023/05/Board-approved_-Para-5.3.89_May-2023.pdf
https://www.jmlsg.org.uk/wp-content/uploads/2023/05/Board-approved_-Para-5.3.89_May-2023.pdf
https://www.jmlsg.org.uk/wp-content/uploads/2025/07/Board-approved_5.3.138AB_May-2025.pdf
https://www.jmlsg.org.uk/wp-content/uploads/2025/07/Board-approved_5.3.138AB_May-2025.pdf
https://www.jmlsg.org.uk/wp-content/uploads/2025/07/Board-approved_5.6.36-5.6.38_May-2025.pdf
https://www.jmlsg.org.uk/wp-content/uploads/2025/07/Board-approved_5.6.36-5.6.38_May-2025.pdf
https://www.jmlsg.org.uk/wp-content/uploads/2025/07/Board-approved_2.16-2.24_June-2025.pdf
https://www.fca.org.uk/publication/finalised-guidance/fg25-3.pdf
https://www.fca.org.uk/publication/finalised-guidance/fg25-3.pdf
https://www.jmlsg.org.uk/wp-content/uploads/2024/09/Part-II-Sector-18_Sept-2024_Board-approved.pdf
https://www.jmlsg.org.uk/wp-content/uploads/2024/09/Part-II-Sector-18_Sept-2024_Board-approved.pdf

The guidance clarified key points of
interpretation, including that non-executive
board members (NEBMs) of central
government boards/civil service departments
in the UK should not automatically be treated
as PEPs. It also introduced greater flexibility
on which members of senior management may
approve PEP relationships, allowing firms to
adopt a proportionate, risk-based approach
(RBA). In line with the previously updated
MLRs, the FCA confirmed that domestic PEPs
should generally be regarded as lower risk
unless high-risk indicators are present. Finally,
the regulator emphasised that organisations
themselves should not be categorised as PEPs
unless a PEP is found to exercise significant
control.

The revisions were intended to provide firms
with clearer boundaries in identifying and
managing PEP relationships, while ensuring
that compliance resources remain focused on
higher-risk cases.

Firms should therefore be calibrating their
approach and controls linked to the
management of PEPs to reflect the updated
guidance, this may also include taking steps to
reviewing their existing population of PEPs to
ensure that a correct and true picture of risk
can be assessed.

AML/CTF/CPF Government and
Regulatory Publications

UK Government:

NEW: UK National Risk Assessment of
Money Laundering_and Terrorist Financing
2025

In July 2025, HM Treasury published the latest
ML/TF NRA, a review mandated under the
MLRs and conducted every five years. The
report provided an updated picture of the
evolving risks facing the UK’s financial system
and outlined areas where mitigation efforts
must be strengthened.

The NRA concluded that the overall risk of ML
in the UK remains high, with criminals
continuing to exploit cash-intensive
businesses, complex ownership structures, and
professional enablers to obscure illicit financial
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flows. A notable development since the last
assessment in 2020 was the convergence of
ML, sanctions evasion, and kleptocracy, with
sanctioned individuals increasingly adopting
laundering methods traditionally used to move
criminal proceeds.

Sector-specific risks were also reassessed.
Casinos, electronic money institutions (EMIs),
payment service providers (PSPs), and crypto-
asset businesses were all identified as carrying
elevated ML risks, while EMIs, PSPs, and
wealth management services were highlighted
as sectors with increased TF vulnerabilities.
Firms should consider whether their own risk
assessments adequately reflect these evolving
threats, particularly where exposure to higher-
risk sectors or services exists.

NEW: Second Progress Report on the
Economic Crime and Corporate
Transparency Act

In June, the UK Government published the
second progress report on the ECCTA,
outlining the impact of reforms designed to
improve the accuracy and reliability of the
Companies House register. The report covered
the period from March 2024 to March 2025 and
highlighted tangible outcomes from the
regime’s enhanced powers. During the period,
100,400 entities were affected by actions to
identify and remove false, misleading, or
inaccurate information from the register.
Companies House also issued 419 penalty
warning notices and 192 penalty notices,
demonstrating an increasing willingness to
enforce compliance with statutory obligations.

2026 Outlook: With Companies House now
exercising enhanced powers more actively,
firms should anticipate further tightening of
scrutiny in 2026, particularly around beneficial
ownership and overseas entity reporting. The
move towards mandatory identity verification
later in the year will likely mark the next major
milestone, and businesses should ensure they
are prepared for stricter enforcement of
corporate fransparency requirements.


https://www.gov.uk/government/publications/national-risk-assessment-of-money-laundering-and-terrorist-financing-2025
https://www.gov.uk/government/publications/national-risk-assessment-of-money-laundering-and-terrorist-financing-2025
https://www.gov.uk/government/publications/national-risk-assessment-of-money-laundering-and-terrorist-financing-2025
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-act-2023-second-progress-report
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-act-2023-second-progress-report
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-act-2023-second-progress-report

NEW: Progress Report on Economic Crime
Plan 2

In September, the UK Government published
the first outcomes progress report on
Economic Crime Plan 2. The report highlighted
several key outcomes. Supervisors increased
proactive engagement with firms and
improved intelligence sharing, with system-
wide increases in supervisory and law
enforcement disruptions. In terms of asset
recovery, authorities seized £243.3 million in
criminal assets in the financial year ending
2024. On transparency, the ECCTA introduced
wide-ranging reforms, including identity
verification for directors and enhanced data-
sharing powers for Companies House.
Sanctions enforcement also intensified, with
396 recorded sanctions breaches and £24.4
billion in assets frozen, and the expansion of
enforcement activity. Finally, public-private
collaboration was emphasised through the
work of the Joint Money Laundering
Intelligence Taskforce (JMLIT), which
supported significant operational activity
confributing fo asset denials of £230.4 million,
restraint activity and law enforcement
outcomes. These figures signal a more
assertive approach by Companies House and
suggest that firms should expect increased
scrutiny of corporate filings in 2026.

NEW: Rules on Account Closure and Notice
Periods

The UK Government announced new rules
requiring banks and PSPs to give customers at
least 90 days’ notice, alongside a clear
explanation, before closing an account. The
reforms are intended to protect both
individuals and businesses from being
“debanked” without warning or adequate
justification, a concern that has grown
following recent high-profile cases. The new
legislation being brought forward subject to
Parliamentary approval would apply to all
PSPs who decide to terminate payment service
contracts without a definite expiry date,
including bank account closures. They will
apply to contracts agreed from and including
28th April 2026, when the legislation is
expected to come into force. Firms that fail to
comply with the new requirements will face
potential enforcement action from the FCA.
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Financial Conduct Authority (FCA):

FCA Consultations:
NEW: FCA Consultation on Reforming the
Senior Managers and Certification Regime

In July, the FCA launched a consultation on
proposed reforms to the Senior Managers and
Certification Regime (SM&CR), the framework
designed to strengthen individual
accountability and reduce consumer harm. The
proposals included raising the threshold for
firms to be designated as enhanced SM&CR
entities, simplifying the Senior Management
Function (SMF) approval process, and
reducing overlap within Certification Roles
(CRs). The FCA also suggested improvements
to the efficiency of the 12-week rule, which
allows firms to temporarily cover senior
management absences without formal
approval, and provided new guidance on the
allocation of Prescribed Responsibilities, the
application of Conduct Rules, and the scope of
key SMF roles.

FCA Publications:
NEW: FCA Dear CEO Letter to Wholesale
Brokers

In January 2025, following its review of
Market Abuse and Money Laundering Through
the Markets (MLTM) practices, the FCA issued
a ‘Dear CEO’ letter to wholesale brokers,
setting out its two-year supervisory strategy
for the sector.

The FCA emphasised three priority areas:
broker conduct, culture, and business
oversight. The letter underscores the FCA’s
expectation that wholesale brokers adopt a
forward-looking, risk-based approach to
compliance, while embedding conduct and
cultural standards throughout their operations.
Firms that fail to demonstrate adequate
progress may face heightened supervisory
intervention or enforcement action.

NEW: FCA Feedback Statement on AI and
Live Testing

In September, the FCA published Feedback
Statement FS25/5 on the use of Al in financial
services, summarising stakeholder views and
outlining how the regulator’s innovation
services could support live testing of AL
solutions.


https://www.fca.org.uk/publications/consultation-papers/cp25-21-senior-managers-certification-regime-review
https://www.fca.org.uk/publications/consultation-papers/cp25-21-senior-managers-certification-regime-review
https://www.fca.org.uk/publication/correspondence/wholesale-brokers-portfolio-letter-2025.pdf
https://www.fca.org.uk/publication/correspondence/wholesale-brokers-portfolio-letter-2025.pdf
https://www.fca.org.uk/publications/feedback-statements/fs25-5-ai-live-testing
https://www.fca.org.uk/publications/feedback-statements/fs25-5-ai-live-testing
https://www.gov.uk/government/publications/economic-crime-plan-2-outcomes-progress-report/economic-crime-plan-2-outcomes-progress-report
https://www.gov.uk/government/publications/economic-crime-plan-2-outcomes-progress-report/economic-crime-plan-2-outcomes-progress-report
https://www.gov.uk/government/news/millions-of-people-and-businesses-protected-against-debanking
https://www.gov.uk/government/news/millions-of-people-and-businesses-protected-against-debanking
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Stakeholders broadly supported live testing of
Al use cases, particularly in fraud detection,
AML, and credit risk modelling. At the same
time, respondents highlighted the risks
associated with bias, lack of explainability,
and governance challenges in AI oversight.
Firms called for greater clarity on how existing
regulatory frameworks apply to AI, especially
regarding accountability, data protection, and
decision-making responsibility.

2026 Outlook: Through its commitment to
supporting Al innovation, the FCA is operating
a Supercharged Sandbox showcase from 28-
29 January 2026, where observers can view
live Al-led demos, hear from innovators, and
engage with the FCA and industry leaders.

NEW: UK Regulatory Approach to Al in
Financial Crime Compliance

The UK’s regulatory approach to AI in 2025 is
defined by a deliberate choice not to regulate
AI through a standalone rulebook, but instead
to embed AI oversight within the country’s
existing, principles-based regulatory
architecture. This model, championed by the
FCA, Bank of England (BoE), and PRA, is
designed to remain agile as AI capabilities
evolve, while preserving clear lines of
accountability for firms deploying AI across
their operations. The FCA has been explicit
that it will not infroduce AI-specific
regulations. Instead, AI systems fall under
established frameworks. Across the UK
regulatory system, explainability is now a core
supervisory expectation. For Financial Crime

UK AML / CTF /
CPF
Key actions
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Compliance (FCC), this means firms must be
able to articulate why an AI system flagged a
transaction, how a customer risk score was
generated, and what inputs drove a sanctions
match, fraud alert, or AML escalation. With
many financial institutions (FIs) outsourcing
Al-powered AML, sanctions, fraud, and Know
Your Customer (KYC) tools, UK regulators are
increasingly scrutinising third-party
management, highlighting that outsourcing AI
does not outsource responsibility.

Anti-Bribery and Corruption (ABC)
Strategy

NEW: 2025 Anti-Corruption Strategy Sets
Out UK Government Priorities to Strengthen
Integrity and Combat Economic Crime

The UK Government published its 2025 Anti-
Corruption Strategy, outlining a renewed
commitment to reducing corruption risks
across both public and private sectors. The
strategy sets out measures to enhance
oversight of high-risk sectors, strengthen
safeguards in public procurement, and expand
the use of digital tools to detect fraud,
conflicts of interest, and illicit financial activity.
The 2025 Anti-Corruption Strategy signals a
renewed focus on prevention, data-driven
detection, and closer collaboration between
government, regulators, and industry. The
strategy also commits to stronger
whistleblowing protections and advancing
international cooperation to address cross-
border corruption threats.

Strengthen Risk-Based Controls Across the AML
Framework

Recalibrate due diligence, monitoring, and escalation processes to
ensure enhanced scrutiny is focused on genuinely high-risk
customers, tfransactions, and sectors, aligning EDD, PEP treatment,
and crypto-asset obligations with a proportionate, risk-sensitive
approach.

Prepare for Expanded Regulatory Powers,
Supervisory Expectations, and Data Transparency
Upgrade governance, oversight, and reporting frameworks
so firms can meet broadened FCA supervision, stronger
information-sharing powers, improved Companies House
verification, and heightened scrutiny of BO and trust
structures

Reinforce Operational Readiness for Regulatory Change
and Emerging Compliance Requirements

Embed forward-looking operational planning to ensure firms can
rapidly adjust policies, technology, and training to upcoming 2026
rule changes, including updated MLRs, strengthened corporate
transparency reforms and new account-closure obligations.


https://www.fca.org.uk/publication/corporate/ai-update.pdf
https://www.fca.org.uk/publication/corporate/ai-update.pdf
https://www.gov.uk/government/publications/uk-anti-corruption-strategy-2025
https://www.gov.uk/government/publications/uk-anti-corruption-strategy-2025
https://www.gov.uk/government/publications/uk-anti-corruption-strategy-2025

2.2 Enforcement

NEW: PSR to be Decommissioned and

Integrated into FCA

In September, HM Treasury consulted on
proposals to integrate the PSR into the FCA, as
part of the Government’s wider Regulatory
Action Plan to simplify the UK’s supervisory
framework. Following the consultation, the
Government confirmed that the PSR will be
decommissioned, with its responsibilities
transferred to the FCA. Under the proposed
reforms, the PSR’s responsibilities will be
transferred into the FCA, creating a single
regulatory touchpoint for firms. The
Government stressed that there would be no
immediate change to the PSR’s supervisory
remit or ongoing work, with the integration
only taking effect once enabling legislation is
passed by Parliament. While firms should not
expect immediate changes, they should
prepare for a more unified supervisory
approach once legislation is enacted.

UPDATED: Government Confirms Single
Professional Services Supervisor Model for
AML Supervision

In November, HMT published its response to
the consultation on reforming the UK’s
AML/CTF supervisory regime, confirming its
decision to pursue a Single Professional
Services Supervisor (SPSS) model. A new
public body will be established to oversee AML

8 September 2025
HMT launches formal
consultation on the
integration

March 2025

UK Government
announces plan to
abolish the PSR

April 2025 04

FCA confirms
readiness to absorb
PSR’s responsibilities

20 October 2025

Consultation closes;
feedback under
review
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compliance for the legal and accountancy
sectors, replacing the current system of
multiple PBSs. No changes will be made to the
supervision of sectors overseen by HM
Revenue & Customs (HMRC), the FCA, or the
Gambling Commission, though the
Government has committed to improving
coordination and consistency across all
supervisory bodies. The Office for Professional
Body AML Supervision (OPBAS) will be
replaced with a new oversight function,
responsible for monitoring and supporting the
SPSS and statutory supervisors under a
strengthened system of governance. The
reform aims to address inconsistencies in
oversight and enforcement that have arisen
under the current fragmented supervision
model.

Penalty Actions:

The FCA has continued to intensify its
enforcement activity throughout 2025, issuing
a series of significant penalties for failings
across AML/CTF controls, fraud prevention,
and wider governance breaches. Recent
enforcement actions highlight recurring
themes around weak onboarding controls,
ineffective transaction monitoring, and poor
governance during periods of rapid growth.
While the full list of enforcement actions is
available through the FCA’s website, notable
fines are highlighted below to illustrate the key
themes and regulatory expectations emerging
from the FCA’s 2025 enforcement agenda.

PSR - FCA Integration

October 2025
PSR press office merged
into FCA; early operational
integration begins

Post 2026
Full legal and operational
integration; PSR ceases to
exist as a separate entity

Early 2026

Primary legislation to
establish the SPSS
will be introduced

Late 2025

HMT publishes its response
to the consultation on

08

Late 2026

Legislation expected
to be introduced to
formalise the merger

reforming the UK’s
AML/CTF supervisory
regime


https://www.gov.uk/government/consultations/a-streamlined-approach-to-payment-systems-regulation-consultation
https://www.gov.uk/government/consultations/a-streamlined-approach-to-payment-systems-regulation-consultation
https://www.gov.uk/government/consultations/anti-money-laundering-and-counter-terrorist-financing-supervision-reform-duties-powers-and-accountability-consultation/anti-money-launderingcounter-terrorist-financing-amlctf-supervision-reform-duties-powers-and-accountability-consultation
https://www.gov.uk/government/consultations/anti-money-laundering-and-counter-terrorist-financing-supervision-reform-duties-powers-and-accountability-consultation/anti-money-launderingcounter-terrorist-financing-amlctf-supervision-reform-duties-powers-and-accountability-consultation
https://www.gov.uk/government/consultations/anti-money-laundering-and-counter-terrorist-financing-supervision-reform-duties-powers-and-accountability-consultation/anti-money-launderingcounter-terrorist-financing-amlctf-supervision-reform-duties-powers-and-accountability-consultation
https://www.fca.org.uk/news/news-stories/2025-fines

NEW: FCA Fines Monzo £21 Million for
Financial Crime Failings

In July, the FCA fined Monzo Bank £21 million
for serious failings in its financial crime
controls between October 2018 and August
2020. The regulator found that Monzo’s
frameworks for customer onboarding, risk
assessment, and TM were inadequate,
particularly as the bank scaled rapidly from
approximately 600,000 customers in 2018 to
more than 5.8 million by 2022. The FCA
highlighted significant lapses, including
Monzo’s reliance on implausible customer
information, such as well-known landmarks
listed as residential addresses, and its failure
to comply with restrictions imposed in August
2020, which prohibited onboarding high-risk
customers. Despite the restriction, the bank
signed up more than 34,000 such customers
between 2020 and 2022. The case
demonstrates the risks of rapid growth without
corresponding investment in financial crime
controls.

NEW: FCA Fines Barclays £42 Million for
Financial Crime Failings

In July, the FCA fined Barclays £42 million for
significant shortcomings in its management of
financial crime risks, less than a week after
announcing a £21 million penalty against
Monzo. The case centred on two high-risk
client relationships where deficiencies in
onboarding and monitoring controls left the
bank exposed to facilitating large-scale ML,
fraud, and other criminal offences. Barclays
were found to have not confirmed that one
client was authorised to hold customer funds
by checking the Financial Services Register
during onboarding, a lapse that ultimately led
to customer losses. As part of remediation, the
bank agreed to voluntarily pay £6.3 million to
affected clients. In another case, weak data
collection and monitoring controls allowed a
customer to receive over £48 million linked to
a major ML operation.

The FCA concluded that Barclays’ approach to
financial crime risk management fell far short
of regulatory expectations, noting that the
failings reflected broader cultural weaknesses
in how risks were identified, escalated, and
acted upon.
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Enforcement Operations

NEW: National Crime Agency’s (NCA)
Operation Destabilise and Machinize Expose
the UK’s Deepening Fight Against
Sophisticated ML

The UK intensified its crackdown on complex,
cross-border illicit finance with two major
NCA-led operations exposing the scale and
sophistication of criminal laundering networks.
Operation Destabilise dismantled Russian-
linked ML systems facilitating funds for
espionage, drug trafficking, ransomware
groups, and sanctioned entities, including
Russian state-linked organisations. The
networks, most notably Smart and TGR,
operated across 30+ countries, moving value
by swapping crypto (predominantly Tether) for
cash, enabling criminals and sanctioned
individuals to covertly invest in the UK. The
operation led to 84 arrests and the seizure of
£20 million in cash and crypto. Complementing
these efforts, the NCA’s coordinated Operation
Machinize targeted hundreds of high street
shops suspected of acting as fronts for illegal
money transfers, unregistered MSBs, and
wider organised crime activity, disrupting
another layer of underground financial
infrastructure that has enabled criminals to
launder proceeds through UK cash-intensive
businesses. These operations highlight how
criminals increasingly combine crypto, cash-
based businesses, and international networks
to launder funds. Firms should reassess
exposure to crypto-related activity, cash-
intensive businesses, and complex cross-
border transaction flows.

Regulatory Strategies

NEW: NCA and FCA Publish Joint System
Priorities on Economic Crime

In July, the NCA and the FCA published a set
of joint System Priorities designed to tackle
the most pressing economic crime threats
facing the UK. The priorities, aligned to both
the UK’s NRA and the NCA’s National Strategic
Assessment (NSA), were intended to help
regulated firms allocate resources effectively
and strengthen the resilience of the UK’s
financial system.


https://www.fca.org.uk/news/press-releases/fca-fines-monzo-21m-failings-financial-crime-controls
https://www.fca.org.uk/news/press-releases/fca-fines-monzo-21m-failings-financial-crime-controls
https://www.fca.org.uk/news/press-releases/fca-fines-barclays-42-million-poor-handling-financial-crime-risks
https://www.fca.org.uk/news/press-releases/fca-fines-barclays-42-million-poor-handling-financial-crime-risks
https://www.nationalcrimeagency.gov.uk/news/operation-destabilise-nca-exposes-billion-dollar-money-laundering-network-that-purchased-bank-to-fund-russian-war-effort
https://www.nationalcrimeagency.gov.uk/news/operation-machinize-hundreds-of-barbershops-targeted-in-nca-coordinated-crackdown?highlight=WyJtYWNoaW5pemUiXQ==
https://www.nationalcrimeagency.gov.uk/news/nca-and-fca-publish-priorities-to-combat-biggest-economic-crime-threats#:~:text=The%20National%20Crime%20Agency%20(NCA,fraud%20associated%20with%20overseas%20jurisdictions.
https://www.nationalcrimeagency.gov.uk/news/nca-and-fca-publish-priorities-to-combat-biggest-economic-crime-threats#:~:text=The%20National%20Crime%20Agency%20(NCA,fraud%20associated%20with%20overseas%20jurisdictions.

Priorities include tackling the role of
professional enablers in facilitating ML and
sanctions evasion, the misuse of corporate
structures and transaction flows by overseas
PEPs, and the exploitation of the crypto-asset
ecosystem for criminal purposes. Other areas
highlighted were the consolidation and cross-
border movement of criminal cash, laundering
linked to priority jurisdictions, and the large-
scale frauds perpetrated by international
offenders against UK victims. The use of
money mules, the abuse of
telecommunications and online platforms to
commit fraud, and the financing of terrorism
were dlso identified as systemic risks requiring
heightened vigilance.

NEW: FCA 5-Year Growth Strategy

In March, the FCA unveiled a new five-year
strategy aimed at deepening trust in financial
services, rebalancing risk, and supporting
sustainable economic growth. Central to the
strategy is a continued emphasis on tackling
financial crime, enhancing consumer trust by
promoting innovation and improving the
quality of support available to retail
customers.

Next Steps: Outlined in the FCA 2025/26 Work
Programme

o Enhance Data-Led Supervision
o Build advanced, data-driven detection
capabilities to identify and respond to
financial crime more effectively.
o Integrate new analytical tools into
supervisory processes to improve early
risk identification.

» Strengthen Intelligence Collaboration
o Expand partnerships with domestic and
international authorities to share data
and disrupt organised financial crime.
o Lead cross-industry work to track and
prevent illicit fund flows linked to APP
fraud.

o Elevate Professional Body Standards
o Through OPBAS, drive consistent AML
standards across the legal and
accountancy sectors.
o Increase scrutiny of supervisory bodies
governance and enforcement practices.

3
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« Combat Digital Financial Crime

o Deploy technology to detect and take
down unauthorised financial
promotions across websites and social
media.

o Target online fraud networks and
strengthen consumer protection in the
digital sphere.

« Embed a Data-Driven Culture
o Leverage innovation and RegTech to
support efficient, intelligence-led
oversight.
o Reinforce the FCA’s strategic shift
toward proactive, technology-enabled
supervision.

UPDATED: FCA Enforcement Guide and
Greater Transparency

The FCA’s June Policy Statement PS25/5
introduced a significant shift foward greater
fransparency in enforcement through updates
to its Enforcement Guide, clarifying when the
regulator may publicly announce named
investigations.

While confidentiality remains the default, the
FCA can now make announcements in
exceptional circumstances, such as
maintaining market confidence, protecting
consumers, and preventing widespread
malpractice. There are also additional
provisions allowing disclosure in cases of
suspected unauthorised activity, reactive
announcements, or anonymised
communications. In limited circumstances, the
FCA may now publicly confirm investigations
earlier than before, increasing reputational
risk for firms, offering insight into decision-
making without breaching statutory
confidentiality requirements. These reforms
aim to enhance accountability and deterrence
while balancing fairness to firms and
individuals, marking a notable evolution in the
UK enforcement landscape.


https://www.fca.org.uk/news/press-releases/fca-launches-5-year-strategy-support-growth-and-improve-lives
https://www.fca.org.uk/publications/policy-statements/ps25-5-enforcement-guide-greater-transparency-enforcement-investigations
https://www.fca.org.uk/publications/policy-statements/ps25-5-enforcement-guide-greater-transparency-enforcement-investigations
https://www.fca.org.uk/publication/policy/ps25-5.pdf
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2.3 Fraud

Legislation, Regulation, and Guidance

Economic Crime and Corporate
Transparency Act

NEW: Failure to Prevent Fraud Offence
Enters into Force

On 1 September 2025, the new corporate
criminal offence of FtPF under section 199 of
the ECCTA 2023 came into force, marking a
major milestone in the UK’s economic crime
reform agenda. The legislation forms part of
the Government’s wider Fraud Strategy, aimed
at strengthening corporate accountability and
promoting a culture of prevention across large
organisations.

The new offence applies to “large
organisations”, defined as entities meeting at
least two of the following criteria:

e More than 250 employees

e Annual tfurnover exceeding £36 million

o Total assets greater than £18 million

) Plenitude
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Prepare for a More Centralised and
Coordinated Supervisory Framework

Align governance, oversight, and reporting processes to
operate effectively under a more unified supervisory
model, anticipating FCA absorption of PSR
responsibilities, the creation of the SPSS, and
strengthened cross-regulator coordination.

Strengthen Financial Crime Controls to Meet
Escalating Enforcement Expectations

Reinforce AML, fraud, onboarding, and TM controls to
withstand more assertive regulatory scrutiny, responding
to themes emerging from major FCA penalties, NCA-led
disruption operations, and systemic priorities targeting
high-risk customers, intermediaries, and transaction
flows.

Embed Data-Driven Supervision, Transparency,
and Intelligence Integration

Accelerate adoption of data-led supervisory capabilities,
enhance intelligence sharing, and prepare for greater
public transparency in FCA investigations, ensuring firms
can respond to faster, technology-enabled oversight and
evolving disclosure expectations.

The offence is strict liability, meaning that a
company can be held criminally responsible if
an associated person, such as an employee,
agent, subsidiary, or representative, commits
fraud for the organisation’s benefit, even if
senior management had no knowledge or
direct involvement.

To mitigate liability, firms can rely on a
statutory defence if they can demonstrate that
they had “reasonable procedures” in place to
prevent fraud. The Government has issued
detailed guidance outlining the principles
underpinning this defence, which centre on:

» Conducting a fraud risk assessment
tailored to business operations and
exposure;

» Implementing proportionate anti-fraud
policies, controls, and procedures;

« Ensuring senior management oversight
and accountability for fraud prevention;

» Delivering regular staff training and
awareness programmes; and

« Establishing clear whistleblowing and
reporting mechanisms.

Building on the government’s broader drive
toward corporate accountability, the Serious


https://www.gov.uk/government/news/new-measures-to-tackle-fraud-come-into-effect
https://www.gov.uk/government/news/new-measures-to-tackle-fraud-come-into-effect
https://www.gov.uk/government/news/new-measures-to-tackle-fraud-come-into-effect
https://www.gov.uk/government/news/new-measures-to-tackle-fraud-come-into-effect

Fraud Office (SFO) and Crown Prosecution
Service (CPS) are leading enforcement under
the new offence.

Their focus will be on whether firms have
maintained and effectively implemented
reasonable fraud prevention procedures,
rather than isolated incidents of employee
misconduct. Updated CPS guidance clarified
that corporate liability may arise where a
“senior manager” commits or enables fraud
within the scope of their authority. Prosecutors
will consider governance, self-reporting, and
the adequacy of internal controls when
determining liability, aligning the new regime
with existing “failure to prevent” offences for
bribery and tax evasion, and reinforcing a
unified approach to corporate integrity.

For firms in scope, the new requirements
demand a proactive and holistic response.
Compliance teams should review fraud risk
assessments, update internal controls, and
ensure that policies on conflicts of interest,
third-party management, and whistleblowing
are fully integrated. Boards and senior
executives must take a demonstrable
leadership role, evidencing that fraud
prevention is embedded within corporate
culture, governance, and operational decision-
making. By embedding prevention and
accountability at the organisational level, the
FtPF offence is a transformative step in the
UK’s fight against economic crime, elevating
fraud prevention from a compliance function
to a central pillar of corporate governance.

NEW: Public Authorities (Fraud, Error and
Recovery) Bill

In December, the UK Government’s Public
Authorities (Fraud, Error and Recovery) Bill
received Royal Assent, it is aimed at
strengthening the fight against social security
fraud and bolstering the Department for Work
and Pensions’ (DWP) enforcement toolkit.
Under the Bill, FIs must share data with the
DWP to help identify potential benefit
overpayments, formalising cross-sector
information sharing to combat fraud. The DWP
will gain expanded investigative powers,
including search and seizure, alongside
stronger debt-recovery tools allowing direct
recovery from individuals who can repay but
have previously avoided doing so.
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The Bill will strengthen
the ability of public
authorities to prevent
and recover losses
from fraud and error,
ensuring taxpayers’
money is better
protected and
recovered where
misused.

UK Government Statement via DWP

Government Publications

NEW: Guidance on Countering Public Sector
Fraud

In February, the UK Government, through the
Public Sector Fraud Authority (PSFA),
published new guidance on fraud loss
measurement (FLM) as part of the
International Public Sector Fraud Forum,
working in partnership with the Australian
Government and the Commonwealth Fraud
Prevention Centre. The framework emphasised
the need for strong governance and attributes
that organisations must establish to ensure
such exercises are carried out consistently and
to a high standard. The guidance is positioned
not only as a practical tool for common FLM
across jurisdictions, but also as a driver for
stronger preventative controls and
accountability in public sector fraud
management.

UPDATED: CPS and SFO Guidance on
Corporate Prosecutions

In August, the CPS and the SFO jointly
published updated guidance for prosecutors
on handling corporate prosecutions, including
cases brought under the FtPF offence. The


https://www.cps.gov.uk/prosecution-guidance/corporate-prosecutions
https://www.gov.uk/government/publications/public-authorities-fraud-error-and-recovery-bill-2025-factsheets
https://www.gov.uk/government/publications/public-authorities-fraud-error-and-recovery-bill-2025-factsheets
https://www.gov.uk/government/news/fraudsters-face-tougher-action-as-government-gains-new-powers-to-tackle-benefit-fraud
https://www.gov.uk/government/publications/international-public-sector-fraud-forum-guidance/fraud-loss-measurement-framework-html
https://www.gov.uk/government/publications/international-public-sector-fraud-forum-guidance/fraud-loss-measurement-framework-html
https://www.gov.uk/government/publications/international-public-sector-fraud-forum-guidance/fraud-loss-measurement-framework-html
https://www.gov.uk/government/publications/international-public-sector-fraud-forum-guidance/fraud-loss-measurement-framework-html
https://www.gov.uk/government/publications/joint-sfo-cps-corporate-prosecution-guidance
https://www.gov.uk/government/publications/joint-sfo-cps-corporate-prosecution-guidance

revisions were designed to clarify how
prosecutors should assess corporate liability in
the context of evolving economic crime
legislation.

Key changes included a refined approach to
applying the identification principle, which
determines when the actions of senior
individuals can be attributed to the company
itself. The guidance also set out how
prosecutors should approach the FtPF offence
introduced under the ECCTA, reflecting the
government’s drive to expand corporate
accountability. In addition, the update revised
factors for considering whether prosecution is
in the public interest, with explicit reference to
the adequacy of a company’s compliance
programme and the extent of cooperation
with law enforcement. The updates highlight
that firms can face prosecution where
governance frameworks or fraud prevention
controls are deemed insufficient.

In parallel, the PSR marked one year since the
mandatory reimbursement regime for APP
scams went live on 7 October 2024. The data
show meaningful progress: around 88% of
funds lost in reimbursable APP scams have
been returned to victims (equating to about
£112m reimbursed) by June 2025, and 84% of
claims are now closed within five business
days. However, challenges remain, particularly
in increasing consumer awareness of the
regime, and in ensuring receiving firms pay
their share of reimbursements within the
required timeframe.

2026 Outlook

NEW: UK Fraud strategy to be published in
2026

The UK Government has confirmed that
publication of its long-awaited Fraud Strategy
will be pushed back to early 2026, as
announced by Fraud Minister Lord Hanson at
the UK Finance Economic Crime Congress. The
strategy, originally expected by the end of
2025, will set out strengthened protections for
consumers and businesses amid escalating
scam activity, with a central focus on
enhanced cross-sector collaboration between
government, financial services, telecoms
providers, and technology platforms.
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It is expected to place significant emphasis on
the deployment of AI and data-driven tools to
detect and prevent fraud more effectively.
Ongoing debate continues over the extent to
which Big Tech firms should contribute
financially to fraud prevention efforts, given
the volume of APP scams originating from
social media and messaging platforms. Rising
fraud losses underscore the urgency for
reform: banks reimbursed £159 million to
victims in the first half of 2025 alone, a 24%
yedr-on-year increase under the new
reimbursement rules. Firms should closely
monitor forthcoming policy developments and
begin preparing for potential shared
responsibilities in scam prevention, particularly
regarding technological collaboration and
enhanced customer protection expectations.

Key Figures

. 4,465 reports of fake FCA

scams were received by the FCA’s
consumer helpline in the first six
months of 2025.

. 480 individuals were tricked into
sending money to fraudsters.

e In comparison, 2024 saw 10,379

reports and Q1 victims who
transferred money.

Victim Profile

Nearly 2/3 of reports came from
people aged § § and over, showing
older individuals are more frequently
targeted.


https://www.psr.org.uk/news-and-updates/latest-news/news/one-year-on-impact-of-app-reimbursement-on-victims/#:~:text=The%20PSR%20has%20today%20also,policy%27s%20implementation%20in%20October%202024.
https://www.psr.org.uk/news-and-updates/latest-news/news/one-year-on-impact-of-app-reimbursement-on-victims/#:~:text=The%20PSR%20has%20today%20also,policy%27s%20implementation%20in%20October%202024.
https://www.gov.uk/government/news/lord-hanson-unveils-ambitious-new-approach-to-tackling-fraud
https://www.gov.uk/government/news/lord-hanson-unveils-ambitious-new-approach-to-tackling-fraud
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Common Scam Types

0 Crypto Recovery Scam e County Court Judgement
Fraudsters claim the FCA has recovered Scam
funds from a crypto wallet opened in the Victims are falsely told they owe money
victim’s name. due to a court judgement and must pay
the FCA.

e Loan Scam Follow-up e Pig Butchering Scam

Victims of loan scams are contacted Scammers build emotional or romantic

again by scammers pretending to be the relationships, defraud victims through

FCA, offering to recover funds for a fee. investment schemes, and later
impersonate the FCA to offer “recovery”

e Purchase Scam Services.

VIC:I'ImS are falsely s..old goods or services, e ‘Hey Mum/Hey Dad’ Scam
which are never delivered or do not even Scammers use social engineering

impersonate a victim’s child on messaging
apps to urgently solicit funds under false
pretences.

exist.

Strengthen Ongoing Fraud Prevention Controls
to Demonstrate Compliance Under the Now-
Operational FtPF Regime

Continuously review and enhance fraud risk
assessments, governance, and prevention procedures to
evidence that “reasonable procedures” are actively
embedded and maintained, ensuring firms can
withstand prosecutorial scrutiny under the fully in-force
Failure fo Prevent Fraud offence.

U K Fraud Enhance System-Wide Data Sharing,
Collaboration, and Public Sector Alignment to

* Counter Emerging Fraud Threats
Key actions

Build the capability to integrate cross-government and
cross-industry intelligence, supporting new data-sharing
requirements with public authorities, adopting fraud loss
measurement methodologies, and preparing for greater
joint operational expectations across financial services,
telecoms, and technology sectors.

Accelerate Adoption of Data-Driven and
Technology-Enabled Fraud Detection to Address
Escalating Scam and APP Fraud Risks

Deploy advanced analytics, AL, and behavioural
monitoring tools to detect complex fraud typologies,
improve consumer protection, and meet rising
expectations under reimbursement regimes and
forthcoming Fraud Strategy reforms.
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2.4 Sanctions

Legislation, Regulations, and Guidance

UPDATED: Expansion of Sanctions Reporting
Requirements

On 14 May 2025, new reporting obligations
under UK financial sanctions legislation
entered into effect, extending the scope of
firms required to report to OFSI. The
expansion brought HVD’s, AMPs, letting
agents, and insolvency practitioners into
scope, significantly broadening the range of
industries subject to sanctions compliance
requirements.

The reforms were designed to improve OFSI’s
visibility into how sanctions apply across
different sectors, strengthen its enforcement
capabilities, and enable more efficient
handling of licensing applications. The
updated framework also provided greater
clarity in areas where firms had previously
struggled with legal uncertainty, with
amendments made to the Counter-Terrorism
(International Sanctions) (EU Exit) Regulations
2019 and the Counter-Terrorism (Sanctions)
(EU Exit)_ Regulations 2019.

By capturing non-financial sectors often
exposed to sanctions evasion risks, the UK
Government signalled its intention to close
compliance gaps and ensure that a wider
group of firms are directly accountable for
identifying and reporting potential breaches.

UPDATED: OFSI Financial Sanctions General
Guidance

In May, OFSI updated its UK Financial
Sanctions General Guidance, reflecting
changes introduced under the Sanctions (EU
Exit)_(Miscellaneous Amendments) (No.2)
Regulations 2024. The revised framework
broadens sanctions reporting obligations
beyond financial services, bringing HVDs,
letting agents, and insolvency practitioners
formally into scope from 14 May 2025. The
general guidance sets ouf updated
expectations on reporting designated persons’
(DPs) assets, licensing and exemptions, and
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wider governance requirements,
strengthening the overall sanctions
enforcement architecture. All changes have
been incorporated into Plenitude’s RegSight
tool, enabling firms to benchmark their
readiness.

OFSI also published, sector-specific guidance
for HVDs and AMPs to clarify how these new
reporting obligations will apply in practice.
This guidance confirms that, from May 2025,
HVDs must report only where €10,000+ is
received in cash, whereas AMPs must report all
transactions above the threshold, irrespective
of payment method, including those
conducted internationally by UK-incorporated
firms. The update also clarifies reporting
triggers for other newly in-scope sectors, such
as letting agents (reporting from the point of
instruction) and insolvency practitioners
(depending on the nature of their
engagement). Although reporting will not
apply retrospectively, OFSI expects firms to
ensure systems and controls are fully prepared
ahead of implementation.

Regime and Sector-Specific Sanctions

NEW: UK Sanctions Regime on People-
Smuggling_Networks

In a world-first initiative, the UK Government
announced a new sanctions regime specifically
designed to dismantle people-smuggling
networks and disrupt the illicit financing that
sustains them. Framed under the
Government’s “Plan for Change”, the sanctions
announced in July introduced targeted
measures against individuals and entities
facilitating irregular migration and organised
immigration crime.

The sanctions framework is planned to
operational within one year, and focuses on
blocking financial flows, freezing assets, and
holding smugglers and their enablers
accountable. It will be complemented by
enhanced operations from the newly
strengthened Border Security Command,
increased international collaboration, and
legislative amendments granting broader
powers to UK law enforcement agencies.



https://www.legislation.gov.uk/uksi/2024/1157/regulation/1/made
https://www.legislation.gov.uk/uksi/2024/1157/regulation/1/made
https://www.legislation.gov.uk/uksi/2019/573/contents
https://www.legislation.gov.uk/uksi/2019/573/contents
https://www.legislation.gov.uk/uksi/2019/573/contents
https://www.legislation.gov.uk/uksi/2019/577/contents
https://www.legislation.gov.uk/uksi/2019/577/contents
https://www.gov.uk/government/publications/financial-sanctions-general-guidance/uk-financial-sanctions-general-guidance
https://www.gov.uk/government/publications/financial-sanctions-general-guidance/uk-financial-sanctions-general-guidance
https://www.gov.uk/government/publications/financial-sanctions-general-guidance/uk-financial-sanctions-general-guidance
https://ofsi.blog.gov.uk/2024/11/14/changes-to-sanctions-legislation-introduced-through-the-sanctions-eu-exit-miscellaneous-amendments-no-2-regulations-2024/
https://ofsi.blog.gov.uk/2024/11/14/changes-to-sanctions-legislation-introduced-through-the-sanctions-eu-exit-miscellaneous-amendments-no-2-regulations-2024/
https://www.legislation.gov.uk/uksi/2024/1157/contents/made
https://www.legislation.gov.uk/uksi/2024/1157/contents/made
https://www.legislation.gov.uk/uksi/2024/1157/contents/made
https://www.plenitudeconsulting.com/services/regtech-products/regsight
https://www.plenitudeconsulting.com/services/regtech-products/regsight
https://www.gov.uk/government/publications/high-value-dealers-art-market-participants-guidance/financial-sanctions-guidance-for-high-value-dealers-art-market-participants
https://www.gov.uk/government/news/uk-brings-forward-worlds-first-sanctions-regime-to-smash-the-gangs-responsible-for-irregular-migration#:~:text=The%20new%20sanctions%20regime%20marks,their%20networks%20piece%20by%20piece.
https://www.gov.uk/government/news/uk-brings-forward-worlds-first-sanctions-regime-to-smash-the-gangs-responsible-for-irregular-migration#:~:text=The%20new%20sanctions%20regime%20marks,their%20networks%20piece%20by%20piece.
https://www.gov.uk/missions

NEW: Largest UK Sanctions Package
Against Russia Since 2022

In February, the UK Government announced
its largest package of sanctions against Russia
since the measures introduced immediately
after the invasion of Ukraine in 2022. The
package designated 107 individuals, entities,
and assets, representing a significant
escalation in the UK’s use of financial and
trade restrictions to disrupt Russia’s war effort.
Those targeted included producers and
suppliers of Russian military equipment
operating in a range of third countries, as well
as senior North Korean officials implicated in
the deployment of military forces to Russia.
Sanctions extended to wealthy Russian
individuals and businesses providing material
support to strategic sectors of the Russian
economy, and to vessels engaged in
transporting Russian oil in breach of
international restrictions.

By combining measures against state-linked
actors, international enablers, and the logistics
underpinning Russia’s oil trade, the package
underscores the UK’s continued commitment
to tightening economic pressure on Moscow
and reinforcing allied efforts to curtail
sanctions evasion. The breadth of the
designations reinforces the need for firms to
maintain up-to-date sanctions screening,
enhanced due diligence on indirect exposure,
and vigilance around third-country
counterparties and logistics networks.

UPDATED: UK Trade Sanctions on Russian
Diamonds and Goods

The UK Government introduced further trade
sanctions against Russia, with new measures
in effect from April 2025. The update, issued by
the Department for Business and Trade,
expanded restrictions on the import of
Russian-origin synthetic diamonds, including
those processed in third countries, bringing the
UK into closer alignment with G7 sanctions
frameworks. Licencing requirements on goods
of concern were tightened, reflecting an effort
to close loopholes in supply chains and prevent
Russia from sourcing critical components
through indirect channels.

The measures signalled a renewed focus on
tightening enforcement across global supply
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chains. Businesses with exposure to high-value
goods or complex supply chains should review
sourcing, licensing processes, and supplier due
diligence to ensure indirect Russian links are
identified and mitigated.

Government Publications

NEW AND UPDATED: OFSI Sectoral Threat
Assessments

In February, April, June and July, the OFSI
published a series of threat assessments
across high-risk professional and financial
sectors. Each assessment highlighted sector-
specific vulnerabilities, underreporting trends,
and expectations for stronger compliance
following the expansion of UK sanctions
obligations.

Financial Services

The OFSI Financial Services Threat
Assessment Report highlighted that UK
financial firms, especially banks and non-bank
payment providers, remain at high risk of
sanctions breaches, with over 65% of all
suspected breaches since 2022 originating in
the sector. It identified rising sanctions-
evasion attempts (particularly linked to
Russia), widespread weaknesses in frozen-
asset handling, due-diligence failures in
complex ownership structures, and
inconsistent self-reporting by firms.

OFSI concluded that sanctions compliance
across financial services remains fragile and
requires stronger, more proactive controls,
improved reporting, and enhanced monitoring
of high-risk customers and transactions.

AMPs and HVDs

OFSI’s updated assessment for AMPs and
HVDs warned that it remains highly likely that
DPs continue to own high-value goods in the
UK that have not been reported. The report
found likely breaches of asset-freezing
prohibitions by Russian DPs and their enablers
through dealings in luxury goods, underscoring
the art and luxury sectors’ appeal for
sanctions evasion.

OFSI reinforced that firms must proactively
identify and report suspicious holdings, noting
that compliance standards across these
sectors remain inconsistent despite expanded
reporting requirements.


https://www.gov.uk/government/news/uk-announces-largest-sanctions-package-against-russia-since-2022
https://www.gov.uk/government/news/uk-announces-largest-sanctions-package-against-russia-since-2022
https://www.gov.uk/government/publications/general-trade-licence-for-sanctioned-russian-diamonds-processed-in-third-countries/general-trade-licence-for-sanctioned-russian-diamonds-processed-in-third-countries
https://www.gov.uk/government/publications/general-trade-licence-for-sanctioned-russian-diamonds-processed-in-third-countries/general-trade-licence-for-sanctioned-russian-diamonds-processed-in-third-countries
https://www.gov.uk/government/collections/threat-assessments-to-support-sanctions-compliance
https://www.gov.uk/government/collections/threat-assessments-to-support-sanctions-compliance
https://www.gov.uk/government/publications/sanctions-compliance-in-the-financial-services-sector-threat-assessment
https://www.gov.uk/government/publications/sanctions-compliance-in-the-art-market-participants-and-high-value-goods-sector-threat-assessment

Legal Services

OFSI’s legal sector assessment identified
persistent vulnerabilities and uneven
reporting. Since February 2022, the sector has
submitted the second-highest number of
suspected breach reports, reflecting both high
exposure and risk. Legal service providers,
particularly TCSPs, should strengthen due
diligence on ownership and source of wealth
and ensure timely reporting of suspected
sanctions breaches.

OFSI concluded it is “almost certain” Russian
DPs are using complex structures to conceal
ownership and retain access to frozen assets.
Firms were urged to strengthen due diligence,
particularly where client ownership or source
of wealth is opaque, and to ensure full, timely
reporting of suspected breaches.

Property and Related Services

The property sector assessment revealed
material weaknesses in sanctions compliance,
despite representing only 1% of direct reports
to OFSI while accounting for 7% of breaches
reported by others. Key concerns included the
use of complex ownership structures by
Russian nationals to disguise asset control,
non-compliance with licence conditions, and
underreporting by smaller firms and sole
practitioners.

OFSI urged firms to improve due diligence,
conduct retrospective reviews, and close
reporting gaps, confirming that property-
sector compliance remains a supervisory
priority.

Crypto-assets

OFSI’s crypto-asset sector assessment found it
almost certain that UK firms have
underreported sanctions breaches since
August 2022, largely due to weak detection
and escalation processes. Most non-
compliance was deemed inadvertent, often
arising from indirect exposure to DPs or
delayed identification of breaches.

The report also warned that North Korea-
linked cyber actors and Iranian networks pose
ongoing evasion risks through UK-based
crypto-asset providers. OFSI reiterated that
sanctions compliance must carry equal priority
to AML obligations, with firms expected to
invest in robust, technology-led controls.
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Key Themes:

Across all sectors, OFSI’s 2025 threat
assessments point to a consistent pattern of
underreporting, limited awareness of sanctions
exposure, and gaps in due diligence,
particularly where ownership structures or
asset control are complex. While sectoral risk
profiles differ, several common priorities
emerge:

+ Persistent underreporting of suspected
breaches, especially among smaller firms
and professional service providers.

e Use of complex structures by DPs to
conceal control of assets across art,
property, and corporate vehicles.

» Insufficient screening and escalation
processes, often reliant on outdated or
manual systems.

» Growing exposure to state-linked actors
(notably Russian, Iranian, and North
Korean networks).

* Uneven adoption of risk-based
compliance frameworks and weak
governance oversight.

NEW: Consultation on Strengthening OFSI’s
Civil Sanctions Enforcement

In July, HMT launched a consultation
proposing significant reforms to the civil
enforcement framework administered by
OFSI. Key elements included the introduction
of indicative penalties for low-level offences in
the £5,000-£10,000 range, alongside proposals
to reduce voluntary disclosure discounts from
50% to a maximum of 30%, with eligibility tied
to early and full cooperation. HMT also
proposed an Early Account Scheme (EAS) to
accompany a settlement mechanism for
unintentional breaches, offering up to a 40%
discount for early resolution. Other reforms
suggested streamlining reporting and licensing
offence processes, while raising the statutory
penalty cap from £1 million to £2 million or up
to 100% of the value of the sanctions breach.

The consultation marked one of the most
substantial proposed shifts in the UK’s civil
enforcement framework since OFSI’s creation,
signalling an intention fo sharpen deterrence
while ensuring proportionality in addressing
lower-level breaches. The consultation closed
in October, and firms can monitor its
development into 2026.


https://www.gov.uk/government/publications/sanctions-compliance-in-the-legal-services-sector-threat-assessment
https://www.gov.uk/government/publications/sanctions-compliance-in-the-property-sector-threat-assessment
https://www.gov.uk/government/publications/sanctions-compliance-in-the-cryptoassets-sector-threat-assessment
https://www.gov.uk/government/consultations/improving-civil-enforcement-processes-for-financial-sanctions
https://www.gov.uk/government/consultations/improving-civil-enforcement-processes-for-financial-sanctions

NEW: Cross-Government Review of
Sanctions Implementation and Enforcement
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UPDATED: UK Payments Sector

In May, the UK Government published a cross-
government review of sanctions
implementation and enforcement, led by the
Foreign, Commonwealth and Development
Office (FCDO). The review sought to
strengthen compliance across industry,
increase deterrence against breaches, and
modernise the government’s overall sanctions
toolkit.

The review recommended consolidating the
UK’s two separate sanctions lists to support
more efficient industry screening and reduce
duplication. It also noted that smaller
businesses often lack access to specialist
sanctions advice, creating awareness and
compliance gaps, while existing government
guidance was deemed fragmented and in
need of modernisation to make it more
accessible. The review further identified the
need for a cross-government enforcement
strategy and the publication of enforcement
outcomes to clarify the consequences of non-
compliance. Finally, it proposed streamlining
reporting points for breaches to reduce
confusion and improve transparency.

UK Sanctions
Key Actions
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Memorandum of Understanding

The FCA, Prudential Regulation Authority
(PRA), and PSR issued the latest revision of
their Memorandum of Understanding (MoU),
as required annually under the Financial
Services (Banking Reform) Act 2013. The
updated framework reflects a period of
intensified cooperation since 2024, particularly
around the implementation of reimbursement
rules for APP fraud and joint responses to the
challenges posed by digital payments and Big
Tech market entrants.

The revised MoU clarified the respective roles
and responsibilities of each authority while
embedding new principles to guide inter-
regulator cooperation. These include greater
emphasis on policy alignment, supervisory
collaboration, and horizon scanning for
emerging risks. In anticipation of the PSR’s
planned consolidation into the FCA, the MoU
also provides continuity by outlining
transitional arrangements designed to
minimise disruption to firms and the sector.

Strengthen End-to-End Sanctions Reporting, Detection,
and Escalation Across All Newly In-Scope Sectors

Embed enhanced reporting processes, screening controls, and
breach-escalation mechanisms to meet expanded OFSI
requirements, ensuring HVDs, AMPs, letting agents, insolvency
practitioners, and other non-financial sectors can accurately
identify, verify, and report designated persons, frozen assets, and
potential breaches under the broadened regime.

Enhance Governance, Due Diligence, and Supply
Chain Controls to Address Evolving Geopolitical
and Sector-Specific Sanctions Risks

Upgrade governance and due-diligence frameworks to
manage heightened exposure arising from new UK
sanctions regimes, Russia-related restrictions, diamond and
dual-use trade controls, and sectoral vulnerabilities,
ensuring firms can identify complex ownership structures,
high-risk enablers, and indirect sanctions evasion across
financial, art, property, legal, and crypto sectors.

Prepare for a More Assertive, Coordinated, and Data-
Driven Sanctions Enforcement Environment

Align systems, policies, and cooperation frameworks with the UK’s
push for consolidated sanctions lists, tougher civil penalties,
greater transparency, and cross-government enforcement
strategies, building the capability to respond to faster, technology-
enabled oversight and strengthened OFSI deterrence measures.


https://www.gov.uk/government/publications/sanctions-implementation-and-enforcement-cross-government-review-may-2025/cross-government-review-of-sanctions-implementation-and-enforcement
https://www.gov.uk/government/publications/sanctions-implementation-and-enforcement-cross-government-review-may-2025/cross-government-review-of-sanctions-implementation-and-enforcement
https://www.gov.uk/government/publications/sanctions-implementation-and-enforcement-cross-government-review-may-2025/cross-government-review-of-sanctions-implementation-and-enforcement
https://www.gov.uk/government/publications/sanctions-implementation-and-enforcement-cross-government-review-may-2025/cross-government-review-of-sanctions-implementation-and-enforcement
https://www.fca.org.uk/news/statements/authorities-revise-memorandum-understanding-relation-payments-uk
https://www.fca.org.uk/news/statements/authorities-revise-memorandum-understanding-relation-payments-uk

2.5 Digital Assets

Government Publications

NEW: BoE Consultation on Regulatory
Regime for Sterling-Denominated Systemic
Stablecoins

In November 2025, the BoE published a
consultation paper outlining its proposed
regulatory regime for sterling-denominated
systemic stablecoins. This consultation was
published as part of the Government’s
commitment to establish a comprehensive
regulatory framework for crypto-assets and
payment innovation.

The BoE proposal sets out a risk-based
prudential and payments framework for
stablecoins that could pose systemic risks to
UK financial stability should their usage scale
significantly. Focus areas included
authorisation, supervision, and safeguarding
rules.

FCA Publications

NEW: FCA and PSR Feedback on Big Tech
and Digital Wallets

In February, the FCA and the PSR issued a
joint feedback statement on the growth of big
tech in payments and the rising use of digital
wallets, following the FCA’s Call for
Information launched in July 2024. The
regulators highlighted both the opportunities
presented by digital wallets and the increasing
financial crime risks that accompany their
rapid adoption.

Data from 2023 indicated that around one in
five card users were already using digital
wallets for the majority of their transactions, a
trend expected to accelerate further. While
digital wallets offer convenience, their
popularity has created additional avenues for
scammers to exploit through phishing
campaigns and social engineering. The
statement reaffirmed that, despite the role of
digital wallet providers in facilitating
transactions, the underlying card issuers
remain responsible for compliance with strong
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customer authentication (SCA) obligations
and, crucially, for reimbursing victims of
unauthorised fransactions.

The joint statement signals that as digital
wallets continue to grow in prominence, the
FCA and PSR will increase scrutiny of fraud
liability, authentication standards, and the
operational resilience of providers, while
ensuring card issuers uphold consumer
protections in the event of fraud.

NEW: FCA Discussion Paper on Regulating
Crypto-asset Activities

In May, the FCA published Discussion Paper
DP25/1, setting out potential approaches to
regulating a broad range of crypto-asset
activities. The paper marked a significant step
towards establishing a comprehensive UK
regulatory framework for crypto, seeking to
strike a balance between encouraging
innovation and safeguarding consumer and
market integrity.

Among the FCA’s proposals were plans to
bring activities such as operating crypto-asset
trading platforms, intermediation, lending and
borrowing, staking, potentially decentralised
finance (DeFi) formally within the scope of
financial regulation. The FCA invited industry
feedback by June, signalling its intention to
refine the proposals before moving towards a
more formal regulatory framework in 2026.

UPDATED: FCA Confirms Changes to
Safeguarding Regime for Payments and E-
Money Firms

In August, the FCA finalised new rules and
guidance to strengthen the safeguarding
regime for payments and e-money firms, a
move aimed at improving consumer protection
and reducing risks in the event of firm failure.
The updated framework clarified areas
including how firms are expected to maintain
robust record-keeping and ensure oversight of
third-party providers engaged in safeguarding
arrangements. The FCA also confirmed that
firms must notify the regulator of any material
safeguarding issues, reinforcing its
commitment to closer monitoring and earlier
intervention.


https://www.bankofengland.co.uk/paper/2025/cp/proposed-regulatory-regime-for-sterling-denominated-systemic-stablecoins
https://www.bankofengland.co.uk/paper/2025/cp/proposed-regulatory-regime-for-sterling-denominated-systemic-stablecoins
https://www.bankofengland.co.uk/paper/2025/cp/proposed-regulatory-regime-for-sterling-denominated-systemic-stablecoins
https://www.fca.org.uk/publications/feedback-statements/fs25-1-big-tech-and-digital-wallets
https://www.fca.org.uk/publications/feedback-statements/fs25-1-big-tech-and-digital-wallets
https://www.fca.org.uk/publications/discussion-papers/dp25-1-regulating-cryptoasset-activities
https://www.fca.org.uk/publications/discussion-papers/dp25-1-regulating-cryptoasset-activities
https://www.fca.org.uk/publication/discussion/dp25-1.pdf
https://www.fca.org.uk/publications/policy-statements/ps25-12-changes-safeguarding-regime-payments-and-e-money-firms#:~:text=We%20are%20strengthening%20the%20safeguarding,possible%20if%20a%20firm%20fails.
https://www.fca.org.uk/publications/policy-statements/ps25-12-changes-safeguarding-regime-payments-and-e-money-firms#:~:text=We%20are%20strengthening%20the%20safeguarding,possible%20if%20a%20firm%20fails.
https://www.fca.org.uk/publications/policy-statements/ps25-12-changes-safeguarding-regime-payments-and-e-money-firms#:~:text=We%20are%20strengthening%20the%20safeguarding,possible%20if%20a%20firm%20fails.

NEW: FCA Consultation on Handbook
Requirements for Crypto-asset Firms

In September, the FCA published CP25/25,
outlining how the FCA Handbook will apply to
firms entering the new crypto-asset regulatory
perimeter. The consultation proposes
extending rules on authorisation, governance,
systems and controls, operational resilience,
and conduct standards, including senior
management accountability under SYSC.

The FCA also explores how Consumer Duty,
COBS, PROD, and access to the Financial
Ombudsman Service should apply to crypto-
asset activities to ensure consistent
protections across traditional and digital
markets. Structured in two phases with
staggered deadlines, the consultation
represents a major step toward a fully
integrated UK regulatory framework for
crypto-asset services. The consultation closed
on the 12™ of November 2025, outcomes will be
expected early 2026.

Crypto is a growing
industry. Currently largely
unregulated, we want to
create a crypto regime that
gives firms the clarity they
need to safely innovate,
while delivering
appropriate levels of
market integrity and
consumer protection. Our
aim is to drive sustainable,
long-term growth of crypto
in the UK. We’re asking
whether we have got the
balance right.

David Geale, Executive Director of Payments
and digital finance at the FCA
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NEW: FCA Launches Stablecoin Sandbox
Cohort

Shortly following the BoE consultation
issuance in November, the FCA announced a
new Stablecoin Cohort within its Regulatory
Sandbox, marking a significant milestone in
the UK’s efforts to encourage responsible
innovation in digital payments.
The cohort enables selected firms to test real-
world use cases for GBP-stablecoin payments
in a controlled environment, under close FCA
oversight. Participants may trial:
e issuance models aligned with forthcoming
UK regulatory expectations
e merchant acceptance and payment
integration use cases
e custody, wallet, and reserve-asset
operational frameworks
» AML/CTF controls aligned with the future
risk-based UK crypto regime

The FCA emphasised that testing within the
sandbox does not replace eventual compliance
obligations. Firms must demonstrate strong
risk management, robust consumer protection
measures, and alignment with BoE/FCA policy
direction as the systemic stablecoin regime
evolves.


https://www.fca.org.uk/publications/consultation-papers/cp25-25-application-handbook-regulated-cryptoasset-activities
https://www.fca.org.uk/publications/consultation-papers/cp25-25-application-handbook-regulated-cryptoasset-activities
https://www.fca.org.uk/publications/consultation-papers/cp25-25-application-handbook-regulated-cryptoasset-activities
https://www.fca.org.uk/publications/consultation-papers/cp25-25-application-handbook-regulated-cryptoasset-activities
https://www.fca.org.uk/firms/innovation/regulatory-sandbox/stablecoins-cohort
https://www.fca.org.uk/firms/innovation/regulatory-sandbox/stablecoins-cohort
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Prepare for a Fully Integrated UK Regulatory
Perimeter Covering Stablecoins, Crypto-Asset
Services, and Digital Wallets

Upgrade governance, authorisation readiness,
safeguarding arrangements, and operational resilience
to meet emerging BoE and FCA requirements, systemic
stablecoin rules, expanded FCA Handbook expectations,
and strengthened payment and e-money safeguarding
regimes.

Crime Controls, and Liability Frameworks
Across Digital Payments and Wallet Ecosystems

U K Dig i'|'0| Strengthen Consumer Protection, Financial
Assets @ 02

[ Improve fraud prevention, authentication, AML/CTF
Key ACT I O nS controls, and liability processes as regulators intensify
scrutiny of digital wallets, Big Tech payments, and
crypto-asset activities, ensuring firms can manage rising
scam risks, uphold SCA obligations, and deliver
consistent consumer protections across traditional and
digital channels.

Build Innovation-Ready, Risk-Managed
Capabilities Aligned to the UK'’s Digital Asset
and Stablecoin Sandbox Frameworks

Develop the systems, testing capabilities, and risk
management frameworks needed to participate in FCA
and BoE sandbox initiatives, ensuring firms can safely
innovate with stablecoin issuance, custody, payments,
and digital asset infrastructure while demonstrating
robust safeguards, fransparency, and alignment with
future UK regulation.

o and the rollout of crypto-asset regulation, will
2.6 CO n CI u S | O n continue to reshape the regulatory landscape.

For firms, the year ahead will demand
continued adaptability, investment in
governance and technology, and proactive
engagement with regulators. Those able to
demonstrate robust frameworks, transparent
operations, and effective fraud prevention will
be best placed to navigate what is setf to be
another transformative year in the UK’s
evolving fight against financial crime.

UK regulatory change in 2025 built on the
momentum established in 2024, with a
continued emphasis on implementation and
enforcement of previously introduced policy
measures. Corporate tfransparency measures
were tightened, sanctions enforcement
became more assertive, and fraud prevention
moved to the centre of regulatory and
prosecutorial agendas. Across AML/CTF/CPF,
fraud, and sanctions, the theme was clear:
firms must evidence practical compliance, not
just policy intent.

As 2026 begins, regulators and government
are expected to sharpen supervisory testing of
new obligations, from identity verification to
pooled client account CDD, while early
enforcement of the FtPF offence will set
critical precedents. Sanctions will remain a
central tool of UK foreign policy, with OFSI
equipped to impose tougher penalties and
greater transparency. In payments and digital
assets, structural changes, including the
proposed integration of the PSR into the FCA
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2025 marked a decisive pivot in the European
Union’s approach to financial crime, where
previously announced reforms became
increasingly operational. The launch of the
Anti-Money Laundering Authority (AMLA) in
Frankfurt symbolised the start of a new era:
one defined by centralised oversight, greater
consistency across Member States, and a more
assertive regulatory stance.

Around this institutional shift, regulatory
momentum accelerated. The European
Banking Authority (EBA) advanced
consultations on the Regulatory Technical
Standards (RTS) that will underpin AMLA’s
operational model, including risk assessments,
criteria for direct supervision, CDD
expectations, sanctions enforcement, and
supervisory tools. Elsewhere, debates
confinued fo surround the EU’s high-risk third-
country list, reflecting tensions between
reliance on FATF assessments and calls for a
more autonomous EU risk lens. In parallel,
successive sanctions packages against Russia,
spanning trade, technology, financial services,
digital assets, and enforcement mechanisms,
signalled the bloc’s determination to tighten
controls and close circumvention channels.

The digital assets landscape also entered a
new phase of regulatory maturity. MiCA’s
phased implementation moved forward
through the “grandfathering” period, while
European Securities and Markets Authority
(ESMA) issued supervisory briefings and public
statements to ensure consistent authorisation
of Crypto-Assets Service Providers (CASPs),
curb outsourcing risks, and limit access to non-
compliant stablecoins. The EBA’s opinion on
ML/TF risks further underscored vulnerabilities
in crypto-asset relationships, governance
frameworks, outdated sanctions screening,
and the oversight of RegTech and Al tools,
areas where rapid business growth has often
outpaced institutional control environments.

At the same time, the EU’s enforcement
posture sharpened. Infringement proceedings
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European Union

were launched against Member States failing
to transpose the 6th Anti-Money Laundering
Directive (AMLD) on schedule, whilst Europol’s
threat assessments and cooperation guidelines
reinforced the need for closer public-private
collaboration.

France mirrored and amplified these trends
through its own multi-layered regulatory and
supervisory agenda. Legislative reforms
extended tax transparency and financial crime
obligations to CASPs; updated ACPR-Tracfin
guidelines strengthened CDD and reporting
expectations; and national sanctions guidance
was consolidated to improve clarity and
compliance. Tracfin and the Ministry of Justice
intensified enforcement against laundering
networks, while the Autorité de contréle
prudentiel et de resolution’s (ACPR)
supervisory work programme addressed
AML/CFT risks in crypto-assets and DeFi.
Revisions to the list of non-cooperative tax
jurisdictions, new measures targeting drug
trafficking and ML-linked offences, and
prominent enforcement actions across
banking and asset management further
underscored France’s commitment to
addressing both domestic vulnerabilities and
cross-border threats.

Together, these developments reflect a
European landscape undergoing simultaneous
consolidation, convergence, and escalation.
The EU is moving from fragmented national
approaches toward a more harmonised,
technology-enabled, and enforcement-driven
model, one where supervisors expect stronger
governance, more dynamic monitoring,
credible oversight of AI and RegTech, and
resilient controls across both traditional and
digital financial channels. Firms now operate in
a regulatory environment that is both more
integrated and more demanding, with
expectations shaped not only by new rules but
by a new intensity in how they are applied
across the Union and within France.
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Uganda, and the United Arab Emirates (UAE)
What this means in were removed following evidence of

regulatory improvements.

practice
For EU-regulated entities, this means EDD is

Financial crime Complicmce controls now required for relationships and
need to not only be in place, but shown transactions involving the newly listed
to work. Firms should be ready to jurisdictions and updates to geographic risk
evidence effectiveness, not intent. In assessment meThOdOI.o g.iesi The changes

. . > reflected the FATF’s “jurisdictions under
practice, this means ensuring: increased monitoring” list at the time.

e Information held on customer,
product, and transactions is reliable However, the move was not without

contfroversy. The European Parliament (EP)
objected to the Commission’s reliance on the
FATF methodology, arguing that the EU’s

and current.
e Monitoring and screening systems

are robust. approach should reflect the specific risks of its
e Governance of AI, RegTech, and internal market rather than depend heavily on
outsourced functions is strong. external assessments. The removal of the UAE

. from the list proved particularly contentious,
* Risk assessments and control o .

. despite its removal from the FATF Grey List in
mapping are refreshed to reflect February 2024, with the EP questioning
changing risk exposure. whether sufficient reforms had taken place

given the EU’s deepening economic ties with
the country. Concerns were also raised about
Russia’s continued omission from the list,

despite widespread evidence of proliferation

The practical shift is simple: regulators
expect controls that are explainable,

evidenced, and operationally robust, financing (PF), cyber threats, and extensive EU
and they will increasingly verify this sanctions. In response, the Commission
fhrough deeper, data-led supervision. adopted a new Delegated Reqgulation,

inserting a review clause that obliges the
Commission, by 31 December 2025, to assess
third countries not currently subject to FATF
monitoring but whose FATF membership has
been suspended, to determine whether
European Union amendments to the EU high-risk list are

warranted. The review ultimately led the EC to
add Russia to the list of high-risk countries in
December, citing strategic deficiencies in its
AML/CTF framework.

5.1 AML/CTF/CPF

UPDATED: EU High-Risk Third-Country List

Mid-2025 saw the European Commission take
a significant step in tightening its grip on
financial crime risks beyond EU’s borders. The
Commission revised its list of high-risk third-
country jurisdictions with strategic deficiencies
in their AML/CFT frameworks, aligning the list
more closely with the FATF process. The
update, which came into force on 5 August
2025 via amendments to Commission
Delegated Regulation (EU) 2016/1675, added
Algeria, Angola, Coéte d’Ivoire, Kenya, Laos,
Lebanon, Monaco, Namibia, Nepal, and
Venezuela to the list. Barbados, Gibraltar,
Jamaica, Panama, the Philippines, Senegal,

NEW: European Commission (EC) Launches
Infringement Proceedings over 6th AMLD

In September, the EC made it clear that delays
in implementing AML rules would not go
unnoticed. It launched infringement
proceedings against 11 EU Member States for
failing to transpose key provisions of the 6th
AMLD (Directive (EU) 2024/1640) by the
deadline of 10 July 2025.
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https://finance.ec.europa.eu/financial-crime/anti-money-laundering-and-countering-financing-terrorism-international-level_en
https://www.europarl.europa.eu/doceo/document/B-10-2025-0315_EN.html
https://www.europarl.europa.eu/doceo/document/B-10-2025-0315_EN.html
https://eur-lex.europa.eu/eli/reg_del/2025/1393/oj/eng
https://ec.europa.eu/commission/presscorner/detail/en/ip_25_2910
https://ec.europa.eu/commission/presscorner/detail/en/ip_25_2910
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/inf_25_2124/INF_25_2124_EN.pdf
https://ec.europa.eu/commission/presscorner/api/files/document/print/en/inf_25_2124/INF_25_2124_EN.pdf
https://eur-lex.europa.eu/eli/dir/2024/1640/oj/eng

The Directive is a central part of the EU’s wider

AML/CFT reform package and introduces
major new requirements, most notably,
ensuring comprehensive access to beneficial
ownership information (BOI). Member States
are now obliged to guarantee that data on
legal entities, trusts, and similar arrangements
is made available to competent authorities,
Financial Intelligence Units (FIUs), and those
able to demonstrate a legitimate interest.

The Commission’s action reflects the wider EU
objective of promoting a common regulatory
approach. Member States were given two
months to address the deficiencies or face the

issuance of a formal reasoned opinion, the
next step in EU infringement procedures.

70% of competent
authorities report high
or rising ML/TF risks in
the financial sector.
They point to weak
AML/CFT controls and
poor governance, as
firms appear to
prioritise growth over
compliance.

EBA Press Release

NEW: EBA Opinion on ML/TF Risks in the EU

Financial Sector

In May, the EBA took a closer look at the
evolving risks of ML/TF risks across the EU’s
financial sector. Drawing on data collected
between January 2022 and December 2024
from national competent authorities (NCASs),
supervisory databases, and regulatory
activities.
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Key risks identified include:

« Controls in PSPs and FinTechs not
keeping pace with rapid growth: Many
PSPs and FinTechs are expanding faster
than their financial crime controls can
mature, resulting in gaps across
onboarding, monitoring, and governance.
Firms operating in fast-growing segments
must demonstrate that compliance
functions scale proportionally as regulators
will expect evidence of forward-looking
resourcing and control planning.

+ Weak monitoring of relationships with
CASPs: The EBA highlighted deficiencies in
how firms oversee interactions with CASPs
and crypto-linked FinTechs, including
insufficient ongoing monitoring and
unclear understanding of counterparties’
risk profiles. Firms should expect
supervisory scrutiny around crypto
exposures and must strengthen due
diligence and lifecycle monitoring of any
crypto-adjacent relationships.

» Lack of in-house expertise to oversee
RegTech and AI tools: Many firms were
unable to effectively challenge, validate, or
oversee the RegTech and AI systems used
in AML/CTF processes. This includes gaps
in understanding model behaviour,
limitations, and data dependencies. Firms
must build internal technical competence
and reinforce model governance, or risk
operating critical tools that cannot be
adequately supervised or defended to
regulators.

» Outdated sanctions screening systems:
The EBA found that many firms still rely on
“static” sanctions engines that are slow to
update and poorly calibrated for today’s
fluid geopolitical environment. Implication:
Firms need to move toward more dynamic,
automation-enabled screening
architectures that can adjust quickly to list
changes and reduce false positives while
maintaining accuracy.


https://www.eba.europa.eu/publications-and-media/press-releases/careless-use-innovative-compliance-products-can-lead-money-laundering-and-terrorism-financing-risks?utm_source=chatgpt.com
https://www.eba.europa.eu/sites/default/files/2025-07/13ae2f94-dc04-4a50-9f24-af2808e78944/Opinion%20and%20Report%20on%20ML%20TF%20risks.pdf
https://www.eba.europa.eu/sites/default/files/2025-07/13ae2f94-dc04-4a50-9f24-af2808e78944/Opinion%20and%20Report%20on%20ML%20TF%20risks.pdf

» Inadequate escalation procedures for
potential breaches: Weak or inconsistent
escalation pathways mean that sanctions
or monitoring alerts are not reliably
reviewed, investigated, or resolved in a
timely way. Firms must tighten governance
of escalation routes, strengthen case
management workflows, and ensure clear
ownership for decision-making to prevent
regulatory breaches.

» Governance weaknesses across AML and
sanctions frameworks: Taken together,
the EBA’s findings signal systemic issues in
governance, fragmented oversight,
insufficient board engagement, and limited
cross-functional coordination. Firms should
prepare for heightened supervisory testing
of governance structures, including board
awareness, documented oversight, and
evidence of effective challenge.

France

In 2024, Tracfin
received 215,410
reports, including
211,165 suspicious
transaction reports
(STRs), marking a 13%
increase from 2023.
Legislation, Regulations, and Guidance

NEW: Legislative Reforms Targeting Drug
Trafficking_ and Related Offences

In June, France strengthened its tackling of
drug frafficking and organised crime through
the adoption of Law No. 2025-532. The reforms
expanded the legal framework for prosecuting
drug frafficking, while also reinforcing
provisions related to ML and corruption.
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Notably, the law grants French authorities
enhanced powers to disrupt illicit financial
flows, including the ability to freeze funds and
economic resources belonging to individuals
directly involved in drug trafficking or acting
on behalf of those implicated.

The legislation underscored France’s
determination to tackle drug-related
organised crime not only through criminal
sanctions but also by targeting the financial
infrastructure underpinning trafficking
networks.

UPDATED: ACPR and Tracfin Joint
Guidelines on Due Diligence and Reporting

In April, the ACPR and Tracfin issued an
updated version of their joint guidelines on
CDD and reporting obligations. The revisions
were designed to reflect the current regulatory
framework and place greater emphasis on the
detection and assessment of unusual
transactions, as well as the escalation or
dismissal of suspicions to ensure the quality of
STRs.

The guidance clarified processes of detecting
and assessing unusual transactions, and on
how suspicions should be escalated or
dismissed to improve the quality of STRs. The
guidelines also explored emerging risks in
ML/TF, urging firms to adapt their detection
tools to keep pace with evolving criminal
tactics. Through these updates, the ACPR and
Tracfin reinforced their expectation that firms
adopt a more dynamic and risk-sensitive
approach to due diligence and reporting,
ensuring both regulatory compliance and the
effective disruption of illicit financial activity.
The update reflects a broader global shift
toward enhancing the quality of robustly and
effectively identifying, analysing, and
reportfing suspicious activity.


https://acpr.banque-france.fr/fr/publications-et-statistiques/publications/lignes-directrices-conjointes-de-lacpr-et-de-tracfin-relatives-aux-obligations-de-vigilance-sur-les
https://acpr.banque-france.fr/fr/publications-et-statistiques/publications/lignes-directrices-conjointes-de-lacpr-et-de-tracfin-relatives-aux-obligations-de-vigilance-sur-les
https://www.economie.gouv.fr/actualites/tracfin-presente-son-rapport-dactivite-2024
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000051734851
https://www.legifrance.gouv.fr/loda/id/JORFTEXT000051734851

®

EU AML
Key Actions

3.2 Enforcement

The EU enters 2026 with a more coordinated
and intelligence-driven AML/CFT framework,
shaped by structural reforms rather than
headline enforcement. Europol’s 2025 EU-
SOCTA heightened supervisory focus on
corruption risks, cyber-enabled financial crime,
and the rapid adoption of AI by criminal
groups, while the EBA’s SupTech work
signalled a clear move toward data-led,
technology-enabled supervision. Most
significantly, the launch of AMLA established a
centralised authority to harmonise
expectations and strengthen oversight across
Member States. Together, these developments
point to a supervisory environment that will
prioritise operational effectiveness and real-
world outcomes over procedural compliance.

European Union

NEW: Europol Practical Guide on
Cooperation with Financial Institutions

In February, Europol published a Practical
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Prepare for AMLA Direct and Indirect
Supervision

Align internal frameworks early so the firm can evidence
readiness. This includes reviewing governance
structures, reviewing the draft RTS to identify any
operational impacts.

Integrate AMLA— European Supervisory
02 Authorities (ESA) Cooperation into Compliance
Planning

Ensure internal frameworks mirror the ESAs’ push for

convergence so the firm presents consistently across
sectors and jurisdictions.

Frameworks

Ensure the use of new technologies are governed,
explainable, and defensible. Tools should be calibrated
according to regulatory requirements and measured risk.

02 Enhance Use of Technology in Compliance

Strengthen FIU Engagement and Information
Sharing

Improve the speed, accuracy, and evidentiary quality of
suspicious activity intelligence shared with FIUs.

Guide for Operational Cooperation between
Investigative Authorities and FIs, aimed at
strengthening the fight against financial crime
through enhanced cross-sector collaboration.

The guide underscores the benefits of
structured cooperation, including:
o Improved investigative outcomes
» Higher quality Suspicious Activity Reports
(SARS)
» Enhanced understanding of cross-border
financial flows

It also sets out practical methods and
scenarios of cooperation, highlighting
opportunities for engagement ranging from
real-time intelligence sharing to coordinated
analysis of emerging risks. By providing both
operational frameworks and illustrative case
studies, the guide is designed to help FIs and
investigative authorities institutionalise best
practices and encourage more effective
partnerships across jurisdictions, with
learnings that can be gained from both firm
and authority levels.


https://www.europol.europa.eu/publications-events/publications/efippp-practical-guide-for-operational-cooperation-between-investigative-authorities-and-financial-institutions
https://www.europol.europa.eu/publications-events/publications/efippp-practical-guide-for-operational-cooperation-between-investigative-authorities-and-financial-institutions

NEW: Europol EU Serious and Organised
Crime Threat Assessment 2025

In March, Europol released the latest edition of
its EU Serious and Organised Crime Threat
Assessment (EUSOCTA), drawing on
intelligence from EU member states and
international law enforcement partners to
anticipate future organised crime risks.

Key threats include:

» Organised crime increasingly
undermines societal and financial system
foundations: Criminal networks are
exerting deeper influence through illicit
financing, ML, corruption, and support to
hybrid threat actors.

» Digital infrastructure exploited for cyber
fraud, ML, and ransomware: Criminals are
leveraging digital platforms and online
payment channels to scale fraud and ML
schemes.

» Rapid adoption of AI by criminal groups:
Al is used to automate social engineering,
generate synthetic identities, impersonate
FI’s, and orchestrate large-scale fraud and
laundering operations.

The insights provided by
the EU Serious and
Organised Crime Threat
Assessment (EU-SOCTA)
2025 will shape strategic
decision-making,
operational priorities,
and legislative
developments to
strengthen the EU
resilience against
serious and organised
crime

Catherine De Bolle Executive Director of Europol
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NEW: EBA Report on SupTech in AML/CFT
Supervision

In August, the EBA published a report on the
use of advanced technology tools in AML/CFT
supervision, drawing on a survey of NCAs and
discussions held during a dedicated SupTech
workshop. Reported benefits of adoption
include improved data quality, enhanced
analytics, stronger decision-making, greater
operational efficiency, and more robust risk
assessments, alongside opportunities for
increased collaboration between supervisors.

The report also highlighted several challenges
to adoption, ranging from persistent data
quality issues and governance limitations to
legal uncertainties, accountability gaps,
resource constraints, and institutional
resistance to change. To address these
barriers, the EBA outlines a series of good
practices designed to help NCAs and firms
harness SupTech effectively, overcome
implementation challenges, and maximise its
supervisory benefits. Firms should ensure their
technological infrastructure can generate
high-quality, explainable, and timely data to
meet these evolving supervisory expectations.

NEW: Establishment and Early Work of the
EU AMLA

Priorities, Leadership, and Early Work

The AMLA formally began operations in
Frankfurt on 1°" July 2025, marking significant
institutional reform to the Union’s AML/CFT
supervisory structure. AMLA’s mandate
centres on three core responsibilities:

« Direct supervision of selected FIs identified
as presenting the highest ML/TF risks,
combined with indirect oversight of other
entities through national competent
authorities (NCAs);

e Coordination and support of FIUs across
the EU; and

» Development of technical standards,
regulatory guidance, and supervisory
practices to strengthen consistency across
Member States.


https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.europol.europa.eu/cms/sites/default/files/documents/EU-SOCTA-2025.pdf
https://www.eba.europa.eu/sites/default/files/2025-08/2ed3b67d-880b-428d-8282-15689f65b12f/Report%20on%20the%20use%20of%20AMLCFT%20SupTech%20tools.pdf
https://www.eba.europa.eu/sites/default/files/2025-08/2ed3b67d-880b-428d-8282-15689f65b12f/Report%20on%20the%20use%20of%20AMLCFT%20SupTech%20tools.pdf
https://www.amla.europa.eu/about-amla_en
https://www.amla.europa.eu/about-amla_en
https://www.economie.gouv.fr/actualites/tracfin-presente-son-rapport-dactivite-2024

In June, AMLA also signed a MoU with the
ESAs - the EBA, ESMA, and the European
Insurance and Occupational Pension Authority
(EIOPA). The agreement established a
framework for cooperation and structured
information exchange, aiming to promote
supervisory convergence, enhance intelligence
sharing, and build supervisory capacity across
sectors. This integration underscores AMLA’s
role at the centre of the EU’s financial crime
architecture.

Later in the year, AMLA published its first
Work Programme, “From Vision to Action,”
outlining priorities for the remainder of 2025.
These include beginning strategic planning for
future operations, launching indirect
supervisory work with NCAs and direct
supervisors, finalising and operationalising the
EU FIU framework, and collaborating with EU
Fls on the development of new AML/CFT
standards. AMLA also committed to building
the internal resources and institutional
capacity needed to sustain its ambitious
mandate.

The launch of AMLA signals a nhew phase of EU
AML/CFT supervision, characterised by
greater centralisation, enhanced consistency,
and stronger enforcement capacity across
Member States. As the authority builds
momentum, firms can expect more uniform
supervisory expectations, increased scrutiny of
high-risk entities, and closer coordination
between national and supranational
supervisors.

AMLA Mandates

In March, the EBA launched a consultation on
proposed RTS presenting standards for
assessing inherent and residual risk, the
criteria for determining entities under AMLA’s
direct supervision, and expectations around
CDD. They also proposed rules on pecuniary
sanctions, administrative measures, and
enforcement payments, illustrative of the
forthcoming alignment of supervisory
methodologies and enforcement tools under
one framework.

In October, the EBA issued technical
recommendations on structuring AMLA'’s
supervisory and coordination functions. Key
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recommendations covered methodologies for
supervision, responsibilities of joint
supervisory teams, criteria for assessing EU
law breaches, and approaches to engagement
with other international supervisors. In
September, the EC announced that Level 2
acts, which include RTS and implementing
technical standards, will be deprioritised until
at least 1 October 2027. In a letter to the three
ESAs and AMLA, the Commission explained
that non-essential acts would not be adopted
before that date due to the regulatory
complexity and cost.

Following the consultations and
recommendations, AMLA adopted two sets of
RTS, one establishing criteria for selecting
institutions for direct supervision and another
defining the methodology for assessing ML/TF
risk, and simultaneously launched a
consultation on ITS to strengthen cooperation
within the AML/CFT supervisory system.

Amidst these ongoing changes, firms should
continue to prepare for AMLA’s more
centralised oversight model while maintaining
flexibility to adapt once the final rulebook and
RTS framework are adopted.

Money laundering
corrodes public trust,
fuels organized
crime, corruption,
and tax evasion, and
distorts fair
competition... Our
response must be
strong and unified.

Bruna Szego (AMLA Chair), European Anti-Financial Crime
Summit, Dublin, 7 May 2025
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